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Introduction
Autel MaxiCharger AC Wallbox 

Commercial

Electric Vehicle charger

Monitoring & Management
Bluetooth (Low Energy)

WIFI

Ethernet

Pwn2Own Tokyo 2024
Remote code execu�on

$60,000
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Target
Difficul�es

Exact target cannot be purchased in Europe
Buy the European version → same PCB → different so�ware �

We asked someone really nice in Canada to buy it and send it to us

No public firmware available

Packed APK

Good HTTPs cer�ficate valida�on

Solu�on
Go for hardware or so�ware magic
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Hardware
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Hardware
STM32 - JTAG / SWD

SWD enabled

ReaDout Protec�on Level 1
Can only read RAM memory

Flash is protected → can't read firmware

No debug

Can be downgraded but flash would be erased

Hardware a�ack can be an op�on but would take
�me → back to so�ware
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Android application
Autel Charge
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Android application
Autel Charge

8



Android application
APK DEX Packer

Secneo apkwrapper  packer

DexHelper  JNI implements the packer logic

Original applica�on code stored encrypted
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Android application
JNI library libcp_bluetooth.so  (1/3)

First looked at APK version 1.3

Library Exports contain GetOtaStatus  & DoUpdate

Encrypted using Bangcle

■

■

■

10



Android application
JNI library libcp_bluetooth.so  (2/3)

Code decompression library iden�fied using magic return values: UCL

Scan binary for magic __b_a_n_g_c_l_e__check1234567_

Decompress the code using UCL ( nrv2d_decompress )
Lossless data compression library

Released in 2000
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Android application
JNI library libcp_bluetooth.so  (3/3)

Looked at the latest APK ( version 2.2 )

No obfusca�on on this version...

Don't forget to check other versions before further analysis

CChargingPileInterface::DoUpdate

Reads the firmware from the phone filesystem (but our device is up to date)

BLE command to ini�alize the update process

Transmission of the encrypted firmware by blocks of 0x200 bytes
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Android application
«Unpacking»

Packer runtime protection

Secneo apkwrapper  prevents Frida from being present / injected

Injected libs are allowed!

Lib injection

aarch64-linux-android34-clang lib.c -o libc.so -shared -fPIC
adb push libc.so /data/local/tmp/libc.so
adb shell su -c 'setprop wrap.com.autel.charge "LD_PRELOAD=/data/local/tmp/libc.so"'
adb shell su -c '/system/bin/setenforce 0'
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Android application
«Unpacking»

Dump once the application is fully loaded (and unpacked in memory)

int __system_property_get(const char *name, char *value) {
if(!strcmp("ro.arch", name) && !strcmp(caller_lib(), "libfcfp.so")) {

log("[%d] %#lx __system_property_get %s => dump\n", getpid(), __builtin_return_address(0), name);
list_threads();
dump();

}
const prop_info *pi = __system_property_find(name);
if(pi != 0) {

return __system_property_read(pi, 0, value);
} else {

value[0] = 0;
return 0;

}
}
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Android application
«Unpacking»

Dump once the application is fully loaded (and unpacked in memory)

void dump() {
FILE * f = fopen("/proc/self/maps", "r");
while (fgets(line, sizeof(line), f)) {

if (3 != sscanf(line, "%p-%p %c%*c%*c%*c %*x %*x:%*x %*u %n", &start, &end, &readable, &m))
continue;

line[strlen(line) - 1] = '\0';
if(readable == 'r') {

snprintf(filename, sizeof(filename), "/data/data/com.autel.charge/shared_prefs/dump_%016lx_%016lx.bin", start, end);
size_t s = end - start;
int fd = open(filename, O_WRONLY|O_CREAT, 0644);
write(fd, (void *)start, s);
close(fd);

}
}
fclose(f);

}

$ file * |grep -i dex
dump_000000006fae1000_000000006faf4000.bin: Android vdex file, verifier deps version: 027, verifier deps size: 60
dump_000000006fb48000_000000006fb4b000.bin: Android vdex file, verifier deps version: 027, verifier deps size: 60
dump_000000006fb8e000_000000006fb90000.bin: Android vdex file, verifier deps version: 027, verifier deps size: 60
dump_000000006fbb0000_000000006fbb9000.bin: Android vdex file, verifier deps version: 027, verifier deps size: 60
dump_000000006fbbe000_000000006fbc3000.bin: Android vdex file, verifier deps version: 027, verifier deps size: 60
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Android application
Decompiled DEX

Retrieve applica�on code (decompiled)

Look for OTA download func�ons
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Android application
OTA API

API to retrieve the firmware links:
https://gateway-eneprodeu.autel.com/api/data-service/device/pile/version/upgrade/ota

Parameters:
Device serial number

Authoriza�on token (from /login )

"X-Token" provided by the An�Cheat library libNetHTProtect.so

public static void getFirmwareInfoV2(String str, a<?> aVar) {
HashMap hashMap = new HashMap();
hashMap.put("sn", str);
try {

b.j("/api/data-service/device/pile/version/upgrade/ota", hashMap, aVar);
} catch (Exception e) {

e.printStackTrace();
}

}
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Android application
X-Token

4MB library libNetHTProtect.so
Cryptographic code

Hard to reverse engineer

Easier way to retrieve X-Token  through the applica�on logs:

f10080a = HTProtect.getToken(30000, "f925ce7884a6ae6695f961e0ea181613").token;
c.c = f10080a;
// Log to filesystem
C0207d.m9805h("YiDunSdk", "yidun updateToken = " + f10080a);
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Android application
Logger storage

Logs are stored in the applica�on data folder
/data/data/com.autel.charge/Log/AutelCharge-20231026_125734.034-log.txt

Logs are encrypted:

?=?> <= ?;-<?78;78:#<:=-<944> <944>-D"@bo[iyL}}adnlydbc7-`ldc-}�bnh~~7nb`#lxyha#nel�jh-
?=?> <= ?;-<?78;78:#<:<-<944> <944>-I"l7-AbjdcNbcyhuy-dcdy!-�����-03kla~h-
?=?> <= ?;-<?78;78:#<::-<944> <944>-I"@bo[iyL}}adnlydbc7-nx��hcy-abjdc-~ylyx~7kla~h-
?=?> <= ?;-<?78;78:#<::-<944> <944>-I"@bo[iyL}}adnlydbc7-chz-abjdc-~ylyx~7-kla~h-
?=?> <= ?;-<?78;78:#<5<-<944> <944>-D"Ih{dnhKdcjh�]�dcy7-Ih{dnhKdcjh�]�dcyRdcdy###kdcjh�}�dcyDi7!ih{dnhKdcjh�}�dcy7######-
?=?> <= ?;-<?78;78:#?<>-<944> <944>-I"L}}OlnfAd~yhch�7-bcLnyd{dytN�hlyhi-lnyd{dyt-0--nb`#lxyha#`bo{iy?==#lnyd{dyt#^}al~eLnyd{dytM<;n=?;?-!-lnyNbxcy-0--=-
?=?> <= ?;-<?78;78:#?>5-<944> <944>-I"L}}OlnfAd~yhch�7-bcLnyd{dytN�hlyhi-lnyd{dyt-0--nb`#lxyha#`bo{iy?==#lnyd{dyt#Abjb]ljh�Lnyd{dytM4il?<88-!-lnyNbxcy-0--=-
?=?> <= ?;-<?78;78:#?>4-<944> <944>-I"^n�hhcLil}yXyda7-�������-~B�djdcIhc~dyt-0->#8-!~B�djdcKbcy^nlah-0-<#=-!-ihc~dytI}d-0-8;=-
?=?> <= ?;-<?78;78:#?>4-<944> <944>-I"^n�hhcLil}yXyda7-33333333333333���-ihc~dyt-0->#8-kbcy^nlah-0-<#=-!~nlahIhc~dyt-0->#8--!ihc~dytI}d-0-8;=-
?=?> <= ?;-<?78;78:#?>4-<944> <944>-I"^n�hhcLil}yXyda7-33333333333333���-ihc~dyt-0->#8;=>98-kbcy^nlah-0-<#=-!~nlahIhc~dyt-0->#8;=>98--!ihc~dytI}d-0-8;4-
?=?> <= ?;-<?78;78:#><<-<944> <944>-I"GZho^bnfhyNadhcy^h�{dnh7-nab~hNbcchny-
?=?> <= ?;-<?78;78:#>?5-<944> <944>-I"L}}OlnfAd~yhch�7-bcLnyd{dyt^yl�yhi-lnyd{dyt-0--nb`#lxyha#`bo{iy?==#lnyd{dyt#Abjb]ljh�Lnyd{dytM4il?<88-!-lnyNbxcy-0--=-
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Android application
Logger encryption

Single byte XOR encryp�on

// Xor file encryption
public static String m9743c(String str) {

if (TextUtils.isEmpty(str)) {
return "";

}
byte[] bytes = str.getBytes(StandardCharsets.UTF_8);
byte[] bArr = new byte[bytes.length];
for (int i = 0; i < bytes.length; i++) {

bArr[i] = (byte) (bytes[i] ^ 13);
}
return new String(bArr);

}

■
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Android application
Decrypted logs

X-Token  can be found in the decrypted logs

With it, interac�ng with the Autel API server is possible!

$ python3 decrypt_hardcore_crypto.py AutelCharge-20231026_125734.034-log.txt | grep -A 2 -B 2 X-Token
 
2023-10-26 13:13:33.075 16906-17082 D/----: ---- --> GET https://gateway-eneprodeu.autel.com/./chargingDataStatistics?pileSN=AE0.. h2
2023-10-26 13:13:33.075 16906-17082 D/----: ---- X-Region: us 
2023-10-26 13:13:33.075 16906-17082 D/----: ---- X-Token: u6D8b99UhX0+GCP2avodkaFbEuPerXM4Yfws2pg== 
2023-10-26 13:13:33.076 16906-17082 D/----: ---- X-Model: Pixel 8 Pro 
2023-10-26 13:13:33.076 16906-17082 D/----: ---- X-Version: 2.1.1;2.00.50 

■
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Android application
API firmware version downgrade

/upgrade/ota  endpoint returns No new version available

/firmware/syncByApp  endpoint is used to report the charger version
Can be used to change the charger version (fake downgrade)

With outdated version, /upgrade/ota  returns:
Temporary link to download the latest firmware.aut
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Firmware
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Firmware
Firmware_ECC01_V1.42.00.aut

Probably encrypted or compressed

Byte value distribu�on seems skewed

■
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Firmware
Firmware block analysis

Number of repeated 16-byte blocks in the firmware

$ xxd -c 16 -p Firmware_ECC01_V1.42.00.aut | sort | \
  uniq -c  | sort -nr | head -n 10
     49 8a74ae208d6fb3788f7ba30a3f686578
     46 8674a67244736f6d9887aa7197366e6f
     46 5d2186415530666888170e2e976aac75
     43 9434b461466dad699734b3615472a265
     42 9e72a664463e2d38533a324a214a4153
     42 86646074827974248a6fa16693767472
     42 32706f769b6eb0675074a674956ca576
     41 9782657b8f4d6032936ead75856fad0e
     41 977b6074a674b07098806073a62da469

25



Firmware
Firmware large block analysis

Number of repeated 256-byte blocks in the firmware

$ xxd -c 256 -p Firmware_ECC01_V1.42.00.aut | sort | \
  uniq -c  | sort -nr | head -n 2
     36 aa25a4766365af65...
      1 ff22917ea34fbdb5...

Block of null  bytes?

Block of 0xff  bytes?

■
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Firmware
Cryptanalysis: Attempt 1: XOR

XOR the firmware with the repeated block of 256 bytes
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Firmware
Cryptanalysis: Attempt 2: SUB (1/2)

Subtract the firmware bytes with the repeated block of 256 bytes

AT commands ?■
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Firmware
Cryptanalysis: Attempt 2: SUB (2/2)

Subtrac�ng the key looks promising

$ strings -el sub_fw.bin
 
Aoemsficatigf erRor mith cenlrUd bUard
LhYs cXar_]r has a\rcady been r]servc\
Qlgpped by lappiV_ Slgp en DA<
Car\ r]a\]r cgeeuficalWgn crRor
AP f]galtin] n]lLae] abnorcal
Do yUm w_fl lo slgp char]iV_5
Gfl]rf_l gn]rlemp]raTure
PoW]r supply dgscg^n[cle\

Guessing 500 CTF

■

■

29



Firmware
Cryptanalysis: Attempt 3: Fixing the errors

S�ll many errors in strings

Guessed one string to check hypothesis
Erroneous has a\rcady been r]servc\

Corrected has already been reserved

No single bit errors

No error from integer underflow in subtrac�on
on 8/16/32-bit

Erroneous bits appear to be at random posi�ons
except on NULL bytes (no error in UTF-16 strings)
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Firmware
Cryptanalysis: Attempt 4

Breakthrough

Idea: look for known long plaintext

Crypto tables are good candidates, find an area with a lot of matching bytes in sub-decrypted

Iden�fied AES SBOX  and RSBOX  in the binary

■
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Firmware
Cryptanalysis: Attempt 4

Analysis with known plaintext

With 512 bytes of plaintext:
~50% of error

LSB always correct

Iden�fied more plaintext:
AES S-BOX / RS-BOX

SHA256 const table

4 Camellia S-BOX

Tables come from the open-source TLS library mbedtls

7 blocks of 256 bytes known

■
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Firmware
Cryptanalysis: Attempt 4

Hypothesis

More than one opera�on (xor, sub, �mes, ...)

Two or more keys of 256 bytes repeated

Encryp�on operates each byte independently

Opera�ons must not lose informa�on

■
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Firmware
Cryptanalysis: Attempt 4

Hypothesis scheme
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Firmware
Cryptanalysis: Attempt 4

Bruteforcing operations

SAT solver z3

Pick two opera�ons op1  op2

Validate at least one solu�on exists for each byte in known blocks, for each posi�on

ops = [
    "__add__", "__mul__", "__sub__", "__and__", "__xor__",
    "__div__", "__mod__", "__rshift__", "__lshift__"
]
for op1 in ops:    # Pick operation #1
  for op2 in ops:   # Pick operation #2
    for pos in range(256): # Test for all positions
      k1 = BitVec('k1', 8) # Key 1
      k2 = BitVec('k2', 8) # Key 2
      s = Solver()
      for ciphertext, plaintext in known.items():
        s.add(plaintext[pos] == k2.__getattribute__(op2)(k1.__getattribute__(op1)(ciphertext[pos]))
      if s.check() != sat:
        print("Impossible op {op1} - {op2}")
        # ...

■
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Firmware
Cryptanalysis: Attempt 4

Results

No working result with 3+ opera�ons

Only add  and xor  have one or more solu�ons for each posi�on

Pick one solu�on for each posi�on

Then try to decrypt the whole firmware

SUCCESS

Fix the last errors by adding more plaintext & ciphertext of strings to have a unique
solu�on (k1, k2) for each posi�on
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Firmware
Firmware encryption algorithm

Now, reverse engineering the real encryp�on is possible

// Decompiled code
const KEY[256] = "SAE J2534-1 defines a standard vehicle network "
  "interface that can be used to reprogram emission-related control\r\n"
  "modules. However, there is a need to support vehicles prior to the 2004 "
  "model year as well as non-emission related\r\n"
  "control modules.\r\nThe SAE J";
 
uint32_t C = 0x4C11DB7; // CRC32 polynomial because why not
 
void decrypt_firmware(char *dec, char *enc, unsigned int size) {
  for (uint32_t i = 0 ; i < size ; i++) {
    dec[i] = (C >> (8 * (i & 3))) & KEY[i & 0xFF] ^ (enc[i] - KEY[(~i) & 0xFF]);
  }
}

Correctly iden�fied SUB and XOR

Took us a week of work to retrieve the decrypted firmware
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Firmware
Firmware encryption algorithm

Reconstruc�on of the crime scene
38



Vulnerability research & exploitation
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Firmware
Firmware analysis

FreeRTOS

ARMv7 Thumb Mode

A lot of debug strings

■
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Vulnerability research
Reverse Engineering

Choose an Entry Point: Bluetooth Low Energy

BLE_Handler calls a func�on depending on operationCode  and functionCode

All func�ons require authen�ca�on except AppAuthenOperation

■

■
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Vulnerability research
BLE Authentication

AppAuthenExchangeRandomNum

Exchange random nonces for authen�ca�on handshake
app_random : user-controlled

cp_random : device-generated random

AppAuthenRequest

User calculates a hash from nonces, hardcoded values, and a secret password

Device also calculates the hash and compares the value to authen�cate the user

■
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Vulnerability research
AppAuthenRequest

Hash Calculation

A hash is computed based on nonces, hardcoded value, and secret password:

string_to_be_hashed = snprintf(v14, authStrLen + 1, "%s:%s:%s:%s", app_random_and_cp_rand,
                  magic_key_1_depends_on_passwd, bt_hardcoded_key, mac_addr);
if ( string_to_be_hashed == authStrLen ) {

v18 = sha256_((int)v14, string_to_be_hashed, output, 0); [...]}

The hash is compared to the one sent by the user:

for ( idx = 0; idx < 0x20u; ++idx ) {
    if ( hash_from_user_input[idx] != computed_hash[idx] )
        auth_failure = 1;
}

Impossible to authen�cate without knowing the password

■
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Vulnerability research
AppAuthenRequest

authBD alternative authent

Classical authent:

generate_hash_to_compare(nonces, magic_key_derivated_with_password, computed_hash); 

Alterna�ve authent:

generate_hash_to_compare(nonces, hardcoded_constructor_key, computed_hash);

Possible to calculate the hash without knowing any secret:

set_auth_status(1);
log_something("A_Ble_Bus", 2, 650, "authbd succ\r\n"); 

What could this "BD" word mean ?

■
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Vulnerability research & exploitation
Authenticated Commands

New attack surface once the authentication is bypassed
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Vulnerability exploitation
chargingCtrlParam

Time to control $pc

char chargingCtrlParam_stack_buffer[60];
...
memcpy(output_ble_buffer, dword_80F4754, sizeof(output_ble_buffer));
send_ble_response((int)output_ble_buffer, 0x11u);
memcpy(chargingCtrlParam_stack_buffer, cmd_content, cmd_len);
print_log(dword_80F4768);
print_log("chargingCtrlParam.chargingCtrl = 0x%x\r\n", *(_DWORD *)chargingCtrlParam_stack_buffer);
print_log("chargingCtrlParam.chargingMode = 0x%x\r\n", v16);
print_log("chargingCtrlParam.chargingParam = %d\r\n", v17);
print_log("chargingCtrlParam.accountBalance = %d\r\n", v18);

Stack is executable

RTOS -> no shell

Rop to a shellcode on the stack to blink the led
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Demo

0:00 / 0:08
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Vulnerability exploitation
Last minute update

Ten days before shipping the exploit: A new version appears
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Vulnerability exploitation
Update

Change in the authentication logic

The code responsible for the authen�ca�on has been changed §

Before:
generate_hash_to_compare(nonces, hardcoded_constructor_key, computed_hash);

A�er:
sha256(hardcoded_constructor_key, 32, v20, 0);
sha256(v20, 32, v20, 0);
sha256(v20, 32, v20, 0);
memcpy(hardcoded_constructor_key, v20, 0x20u);
generate_hash_to_compare(nonces, hardcoded_constructor_key, computed_hash);

■
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Vulnerability exploitation
Update

Only the backdoor changed

50



Conclusion
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Conclusion
The target

Most of the �me spent ge�ng a firmware

Vuln research and exploita�on were very easy

Obtaining the firmware is (was?) much more difficult than exploi�ng it

Another example of security by obscurity

Pwn2Own

Good event to work with colleagues and share beers p

Newcomers in the compe��on are o�en good targets �

Try your luck 5
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