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whoami

 Fabien PERIGAUD - 0xf4b
 Reverse team tech lead
 Challenges enthousiast
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The challenge

 Four steps
 Step 0: Steganography
 Step 1: Web
 Step 2: Reverse
 Step 3: Harder Reverse

 Increasing difficulty
 Well… unless you don’t know web!
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Step 0
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Step 0
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Step 0
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Step 0

STEGANOGRAPHY
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Step 0  StegSolve→
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Step 0  StegSolve→
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Step 0
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Step 0 - Done
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Step 1
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Step 1 - Register
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Step 1 - Register
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Step 1 - Register
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Step 1 – break captcha!

 First try with Tesseract → fail
 SVG format!

 Just remove the lines…
 Now Tesseract works :)
 Send register request, break captcha, send confirmation

 Account created!
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Step 1 – Logged in
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Step 1 – Logged in
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Step 1 : Tickets
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Step 1
 Clear goal:

 Understand how the upsertUserCert mutation works
 Upload a public key
 Login to SSH
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Step 1
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Step 1
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Step 1 - Finally
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Step 1 - Done

 Login with ssh
 Got next URL
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Step 2

 Windows binary
 “Usage: %s hex0 hex1 ... hex11”

 Takes 12 hex arguments
 Arguments are used for

 Handle and loop start (hex0)
 Resource import (hex1 / hex2)
 Imports resolution (hex10 / hex11)

 Arguments 3 to 9 are not used
 In the end, decrypt and load a payload
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Step 2 – hex0 / hex1 / hex2

 hex0 == 0

 Resources handling

 lpName == “RAW” → hex1 == 574152
 lpType == 101 → hex2 == 65
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Step 2 – Imports handling
 Custom imports by hash

 Constraints
 Hex10 < 2^10
 Hex11 < 2^15

 Simple algorithm
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Step 2 – Imports handling (2)

 We know the expected import name…
 We know the output hash…
 Let’s bruteforce!

 hex10 == 35
 hex11 == 7890

$ time pypy bf1.py 
(53, 30864)

real 0m1.261s
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Step 2 – Arguments found!

 "C:\Users\user\Desktop\Dread-Loader.exe" 0 574152 65 3 4 
5 6 7 8 9 35 7890
 Executes a payload
 You can reverse it (Rust...)!
 … or just run it?
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Step 2 - Network

 Listen to traffic

 Fake DNS!

 Listen on 80?
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Step 2 - Done
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Step 3 – All cries
fab@x:/tmp$ tar xvJf all-cries.tar.xz 
all-cries/
all-cries/flag.enc
all-cries/README.PLZ
all-cries/this-is-no-xoreaxeaxeax.elf

fab@x:/tmp$ cd all-cries/
fab@x:/tmp/all-cries$ cat README.PLZ 
The 4 bytes key alphabet is the printable 95 ASCII characters
[127 downto 33].

Have fun

fab@x:/tmp/all-cries$ ./this-is-no-xoreaxeaxeax.elf 
usage(): ./mov `perl -e 'print "\xAA\xBB\xCC\xDD"'` in.bin.enc out.bin
  e.g. use a 4 bytes passphrase
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Step 3

 References to “xoreaxeaxeax” and “mov”
 Points to “movfuscator”
 Highly obfuscated binary to decrypt flag.enc
 4 ascii characters passphrase
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About 31000 mov 
instructions...
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Step 3 - Litterature
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Step 3 - Blocks
 All blocks are sequentially executed
 Big loop

 Forced exception in the end, signal handler restarts the loop

 Mechanism to “enable” some blocks
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Step 3 - Blocks

Start of a basic block

→ checks if block address 
matches the “enabled_block”

If match → R15 = 0
Else → R15 = 1

Every “register” access is 
indexed by R15
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Step 3 – Segv handler

 Segv handler to end execution
 Last block checks a value and dereference a “magic” (in r8) 

depending on the result
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Step 3 - Arrays

 Arrays of 256 arrays of 256 bytes

 These are lookup tables for a “AND” operation
 Ex: 7 AND 0xE → array[7][0xE] → 6
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Step 3 – Identify all arrays

 AND: 0x457E00
 OR: 0x447600
 XOR: 0x468600
 ADD: 0x426500

 Carrys: 0x436D00
 NOT (boolean): 0x447500 
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Step3 – Add 64bits

Beginning of a 64bits add

(here, only 2 bytes added)
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Step3 – IF

Depending on test, set “enabled 
block” to a block address
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Step 3 – Strategy

 “Patterns” can be recognized
 Deobfuscate all the things!

 Create labels for each block
 Rename some variables
 Identify all operations

 From 31000 mov instructions…
 … to ~500 lines of pseudo assembly
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Step 3 – (not so dirty) Deobfuscator
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Step 3 – (not so dirty) Deobfuscator
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Step 3 – (not so dirty) Deobfuscator
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Step 3 – (not so dirty) Deobfuscator
$ python simp.py listing | head -n 40
_start

MOV counter, 0x0
_label_000

MOV var_000, 0x11
IF (var_000 == counter) GOTO label_01a ELSE label_001

_label_001
MOV var_000, 0x0
MOV (0x0) var_010, var_000
ADD var_010, var_010, var_010
MOV var_011, input_key
ADD var_010, var_010, var_011
MOV.B var_03b, [var_010]
MOV var_000, 0x0
MOV var_013, 0x20
MOV var_001, 0x0
MOV var_012, 0x0

_label_002
IF (counter == var_001) GOTO label_004 ELSE label_003

_label_003
ADD var_012, var_012, var_013
MOV var_014, 0x1
ADD var_001, var_001, var_014
JMP label_002

_label_004
MOV var_013, var_012
ADD var_015, var_000, var_000
ADD var_013, var_013, var_015
MOV var_015, weird
ADD var_013, var_013, var_015
MOV.B (r8) var_00e, [var_013]
XORB var_00f, var_03b, var_00e
MOV var_000, 0x0
MOV var_017, 0x20
MOV var_002, 0x0
MOV var_016, 0x0

_label_005
IF (counter == var_002) GOTO label_007 ELSE label_006

_label_006
ADD var_016, var_016, var_017
MOV var_018, 0x1



50

50

Step 3 – Big picture
 AES Sbox
 “Hardcoded” key schedule

 4 bytes secret input used to alter key schedule
 CTR mode
 Weird # of rounds (17 ?)
 A hash is computed during the deciphering of the file

 And compared to a hardcoded one
 Let’s bruteforce!
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Step 3 – Bruteforce
 Took a few hours
 Python executed using pypy
 4 instances running
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Step 3 - Finally

$ file flag.dec
flag.dec: JPEG image data, JFIF standard 1.01, resolution (DPI), 
density 300x300, segment length 16, comment: "thc-2024-flag-
2kv0iayavqir6ybnfnipcryc6cr5r22zvmsnmys7eye6fgi1k1qjlndsxyeb@m0rgan.net
", progressive, precision 8, 200x152, components 3



53

https://www.linkedin.com/company/synacktiv

https://twitter.com/synacktiv

https://synacktiv.com

https://www.linkedin.com/company/synacktiv
https://twitter.com/synacktiv
https://synacktiv.com/
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