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Whoami?

Baptiste MOINE (@Creased_) & Romain JOUET (BZHugs)

Security researcher at Synacktiv (VR/RE)

Company specialized in offensive security: penetration testing, reverse engineering, software
development, trainings, etc.

Around 180 experts over 6 offices in France (Lille, Paris, Rennes, Toulouse, Lyon and Bordeaux)

We are recruiting!
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Timeline

Announcement
of targets by ZDI

Random draw Start of the
competition

End of the
competition

12/07/2023 23/10/2023 24/10/2023 27/10/2023
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Pwn2Own 2023 Toronto targets
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Timeline

Announcement
of targets by ZDI

Vulnerability
research

Random draw Start of the
competition

End of the
competition

12/07/2023 17/07/2023 23/10/2023 24/10/2023 27/10/2023
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Firmware Extraction

Public firmware but encrypted and/or compressed

Reverse engineering and guessing the proprietary format
Easily identifiable header

Sequence of compressed partitions

Unpacking and decompression script
Python script using the construct  or kaitai  library
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Firmware Extraction
Extraction and mounting of the rootfs

UBI image + squashfs

$ python extract.py Synology_BC500_1.0.4_0182.sa.bin
$ file extract/*
extract/linux.bin:       u-boot legacy uImage, Linux-4.19.91, Linux/ARM, OS Kernel Image (Not compressed)
extract/linux_flash.sh:  POSIX shell script, ASCII text executable
extract/post-script.sh:  POSIX shell script, ASCII text executable
extract/pre-script.sh:   POSIX shell script, ASCII text executable
extract/rootfs.bin:      UBI image, version 1
extract/rootfs_flash.sh: POSIX shell script, ASCII text executable
 
$ pushd extract/
$ ubireader_extract_images ./rootfs.bin
 
$ pushd ubifs-root/rootfs.bin/
$ sudo unsquashfs img-*-rootfs.ubifs
$ pushd squashfs-root/
$ sudo tar cvzf ../rootfs.tar.gz .
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Target Emulation in Docker/QEMU

Use of Docker, QEMU, and binfmt:

FROM scratch
ADD rootfs.tar.gz /
CMD ["/bin/busybox", "sh"]

services:
  main:
    build: .
    ports:
        - 0.0.0.0:8088:80/tcp
        - 0.0.0.0:4444:4444/tcp
    volumes:
      - ./share/:/host:rw

$ docker compose build
$ docker compose up -d
$ docker compose exec -- main sh
 
$ /etc/init.d/S50_IPcamApp
 
$ /etc/rc.d/rc1.d/S90webd stop
$ fuser -k 80/tcp
$ QEMU_GDB=4444 webd

■
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Target Emulation in Docker/QEMU
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Target Emulation in Docker/QEMU
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Target Emulation in Docker/QEMU
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Post Auth RCE

The WEBUI allows modification of the NTP server used by the system

We grep and find the NTP configuration in /bin/systemd

Case study for command injection

i = 0;
if ( strcmp(g_ntp_server_list, "\0") ) {
  i = snprintf(server_list, 0x200u, "server %s\n", g_ntp_server_list);
}
 
if ( strcmp(&g_ntp_server_list[128], "\0") ) {
  snprintf(&server_list[i], 0x200 - i, "server %s\n", &g_ntp_server_list[128]);
}
 
snprintf(cmd, 0x400u, "echo \"%s\" > /tmp/ntp.conf", server_list);
 
system(cmd);  // command injection
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Post Auth RCE
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Pre Auth Format String
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Pre Auth Format String

One shot: CGI binary

PIE and Full RELRO

Heap buffer: need to forge pointers

Limited size: complicates the use of forged pointers

Character filter: [0x00-0x1F]  forbidden

int HandleHttpRequest(req_handle_t *req_handle, int size, req_obj_t *req_obj) {
  /* [...] */
  if ( req_obj->format == UNKNOWN_FORMAT )
  {
    err_msg = get_json_value(req_body, "format");
    printerr(req_handle, 400, "Unknown output format[%s]!", err_msg);
    return -1;
  }
  else
  {
    /* [...] */
    if ( g_err_code != 200 )
    {
      err_code = g_last_err_code;
      err_msg = std::string::c_str(&g_last_err_msg);
      printerr(req_handle, err_code, err_msg);  // format string vulnerability.
    }
    sub_4354C(&unk_670E0);
    return 0;
  }
}

$ checksec /www/camera-cgi/synocam_param.cgi
    Arch:     arm-32-little
    RELRO:    Full RELRO
    Stack:    Canary found
    NX:       NX enabled
    PIE:      PIE enabled
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Pre Auth Buffer Overflow
Same entry point as the format string

Stack buffer overflow

Discovered by chance while trying a payload that was too long
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Timeline

Announcement
of targets by ZDI

Vulnerability
research

Command
injection

Format string Buffer overflow Competition

12/07/2023 17/07/2023 17/07/2023 17/07/2023 20/07/2023 23/10/2023
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Security Update 😮

Security Update
Released on July 18, coinciding with the start of our research...■
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Patch Diffing

Format string patch!

Implementation of an OTA monitoring bot
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Whoops

The camera stops working after testing RCE with the payload ;/bin/reboot;

RCE payload is triggered at boot time... -> bootloop
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Whoops

RCE payload is triggered at boot time... but slightly after the web API

By winning the race, we manage to RCE again before the reboot
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Whoops again x)

The camera stops working AGAIN after a small fuzzing test on the RTSP  port...■
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Disassembly
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UART

Communication protocol over serial bus

Two lines: TX and RX

Methodology:
Search for a ground (GND): chassis and continuity test on exposed pads

TX/RX: look for nearby lines that are not grounded (pull-up or pull-down)

TX: search for a signal (typically 1.8V, 3.3V, or 5V)

Frequency/baud rate: observation using an oscilloscope or logic analyzer

RX: look for an echo on TX (assuming the line is active)
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UART
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Thanks Uboot

Log partition is 100% full :)

Bootloop due to systemd  crash (when trying to write logs)

Fix by placing init=/bin/sh  in the kernel cmdline , then wiping the partition
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Last Chance Scenario

Scenario validated by ZDI (on September 30)
An authenticated user is viewing the RTSP video stream using VLC on a computer.

An attacker on the LAN launches an ARP attack to perform a Man-in-the-Middle
(MitM) on the user.

The attacker uses the gathered information to execute their attack (post-auth) on the
camera.
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Exploit Scenario

1. ARP poisoning

2. Disconnecting the user from RTSP

3. Authentication Downgrade and Credential Interception
(from Auth Digest to Auth Basic)

4. Remote Code Execution in systemd
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PoC in Real Conditions

Functional PoC, just waiting for competition day.
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Timeline

Announcement
of targets by ZDI

Vulnerability
Research

Command
Injection

Authentication
Issue

Exploitation
Scenario

ZDI Validation Competition

12/07/2023 17/07/2023 17/07/2023 20/07/2023 18/09/2023 30/09/2023 23/10/2023
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A Few Cold Sweats

New update 😱■

BZHugs & Creased 31



A Few Cold Sweats

Everything is fine :)■
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Day of the drawing...

October 23, the day of the drawing

That is, the last day before the version freeze...

Guess what? 🫠
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Day of the drawing...
~ 3-4 hours before the drawing:
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Day of the drawing...
Patch for the post-auth RCE 😮

Checking the NTP server value:

// File: /www/camera-cgi/synocam_config.json
 
 "date_time": {
     "ntp": {
         "enabled": {
             "Default": true,
             "ParamType": "bool",
             "ConfigGroup": "Generic.Time.NTP.Enabled"
         },
         "server": {
             "Default": "time.google.com",
-            "ParamType": "string",
+            "ParamType": "hostname",
+            "LegalSize": 253,
             "ConfigGroup": "Generic.Time.NTP.Server"
         },
         "ConfigGroup": "Generic.Time.NTP"
     },
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Day of the drawing...

Firmware Downgrade
On-site

Without the camera to test

It should work 🥲
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D-Day

3-bug chain

No duplicates

All other teams played the pre-auth
buffer overflow
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Results

$15,000

3 Master of Pwn points

CVE-2024-39350 : Local Privilege
Escalation Vulnerability

CVE-2024-39352 : Software
Downgrade Vulnerability
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What's next?
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https://www.linkedin.com/company/synacktiv

https://twitter.com/synacktiv

https://synacktiv.com

https://www.linkedin.com/company/synacktiv
https://twitter.com/synacktiv
https://synacktiv.com/

