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Research motivations HSYNACKTIV

¥ Why look for vulnerabilities in old
video games ?

¥ Bug-beunty

B To have fun

® To recycle my old video game collections

B |nteresting when old games are re-
released

® There are always bugs, but sometimes
complicated to exploit

® Training

¥ Focus on RCE (no cheating technique)

HEXACON 2024
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concepts



What is video game ?

£ SYNACKTIV

\ 4

Process Input

\ 4

Update Game

Render




What is game engine ? ESYNACKTIV

Gameplay Foundations (Event Bus, Script Engine ...)

Physics & Human Interface

Collision Devices (HID) Multiplayer Audio

Rendering

Ressources / Game Assets

Core Systems ( Memory Allocation, Math, Asynchronous File 1/0, ....)

3rd Party SDK (DirectX, Havok, ...)

Source: https:/www.gameenginebook.com/
« Game Engine Architecture » by Jason Gregory



https://www.gameenginebook.com/

Where to focus ? #SYNACKTIV

Gameplay Foundations (Event Bus, Script Engine ...)

. Physics & Human Interface :
Rendering Collision Devices (HID) - Audio

Ressources / Game Assets

Core Systems ( Memory Allocation, Math, Asynchronous File 1/0, ....)

3rd Party SDK (DirectX, Havok, ...)
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Stack buffer overflow

PC cp-rom

GATES OF

£ SYNACKTIV

void _ thiscall sub_404160(comm_t *this)
{

cee]
char buf[@x800]; // [esp+34h] [ebp-800h] BYREF

(-]
while ( 1)

bytes _recv = recvfrom(this->sockfd, ::buf, ©x8000, @, &from, &fromlen);

if ( bytes_recv == -1)
break;
if ( bytes_recv <= 0 )
goto LABEL_6;
gmemcpy (buf, ::buf, bytes recv);

10



Stack buffer overflow

HEXACON 2024

2 SYNACKTIV

int _ thiscall sub_4DC120(_DWORD *this)
{

const char *SessionName; // eax

int NumberOfPlayer; // [esp-8h] [ebp-9Ch]

int NumberMax; // [esp-4h] [ebp-98h]

char GameName[122]; // [esp+8h] [ebp-8Ch] BYREF

[...]
NumberMax = Array_GetNumberMax(v9);
NumberOfPlayer = Array_GetNumberOfPlayer(v9);
SessionName = (const char *)Array_GetSessionName(v9++);
sprintf(GameName, "%s ( %.1d / %.1d )", SessionName, NumberOfPlayer,

NumberMax) ;

n



Stack buffer overflow
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Stack buffer overflow
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Game assets handling ESYNACKTIV

i 3D TEMPS REEL

subimanne:
~_ TITANS
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Game assets handling ESYNACKTIV

LEJEU DE STRATEGIE EN 3D TEMPS REEL

subimnng:
"IN

e~

signed int __ thiscall WriteMapToDisk(DownloadCtx_ T *this)

{

[...] .

DKXSize v22->DKXSize;

DKDSize v22->DKDSize;

MapNameFromFile = (const char *)(v22->BufferMap + DKDSize + DKXSize);
NumberOfBytesWritten = v22->TotalBytesToReceive - DKDSize - DKXSize;

strncpy (MapName, MapNameFromFile, NumberOfBytesWritten);

15



Index out of bounds

£ SYNACKTIV

__inted4 _ fastcall CGamePermission::SetSinglePermission(
CGamePermission *perms,
int index,
char value)

__int64 result; // rax
result = index;

perms->m_permissions[index] = value;
return result;

16



Index out of bounds
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__inte4 _ fastcall C(
CGamePermissic
int index,

char value)

__int64 result; // ; :
[ FCOUTER DEMAMDES D A DMIS: OPTI0
r\esult = index; = ) T ? T “..L;I'-”";..JR TATHOM
perms->m_permission ol g
return result; i :

TERMIME
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Hunting table

Wmdows XP

Same bugs

e for Wndcyws -

Same bugs

Windows 10 (re-released)

U BE STRATEGIE EN 3D TEMPS REEL

sulliilie
-~ fh'f.f’s

Falours
7

[Ralours
(

Same bugs

Same bugs

HEXACON 2024
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Hunting table

£ SYNACKTIV

Aliens versus Predator 2

Diablo | No
Baldur’'s Gates Enhanced Edition Yes
Baldur’'s Gates Il Enhanced Edition Yes
Icewind Dale Enhanced Editions Yes
American Conquest No
Cossacks Il Yes

Yes
Yes

Yes

Yes

NoO

No

Partial
No

No

No
No

No

19



Neverwinter Nights

£ SYNACKTIV
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Neverwinter Nights ESYNACKTIV

= RPG

= Developped by BioWare
(2002)

= Reedited by Beamdog (2018)
= Available on Steam, GOG NeveriarNigt: Esbanced

1599 €

= Aurora Engine
= Multiplayer LAN and Online

[Beambpog]

21



Informations gathering

= Linux version has debug
symbols

= Modding community

= Xoreos (open-source clone of
Aurora Engine)

m  https:/github.com/Nostritius/nwn-wireshark/

Few information about
multiplayer

HEXACON 2024

2 SYNACKTIV

Lf]

Functions

Function name

7] cNwCItem::
7] cnwcttem::
7] cnwcttem::
7] cnwcttem::
7] cNwCItem::
7] cNwcitem::
7] cNwcitem::
7] cNwcitem::
7] cnwcitem::
7] cnwcitem::
7] cnwcttem::
7] cnwcttem::
7] cnwcttem::

SetPosition(Vector)
SetStackSize(int)
ShowFeedbackBubbleText(void)
ShowvisualEffect{void)
ToggleContainerState(int)
UnloadModel(uchar)
UnloadModel(void)
UnloadVisual Effect{void)
Updatelcons{void)
UpdateOrientation(Vector)
UpdatePositien{void)
~CNWCItem()
~CNWCItem()

[7] cNwCJournal::Add{SJournalEntry,ushort)
@ CNWCJournal::CNWCJournal{void)

7] cNwcournal:CallFullUpdateComplete(void)
@ CNWCJournal::CheckForUpdates({void)

@ CNWCJournal:ClearAllivoid)

@ CNWCJournal::DisableSort{void)

@ CNWCJournal::EnableSort{void)

@ CHNWCJournal:GetActiveEntryAt(int)

@ CNWCJournal:GetDoneEntryAt(int)

@ CNWCJournal::GetNumActiveEntries(void)
@ CNWCJournal::GetNumDoneEntries{void)

@ CNWCJournal:;JournalUpdated(int,int,CExoString consté&)

@ CNWCJournal::Remove{CExoString)

@ CNWCJournal::SetActiveSortBy(int)

@ CHNWCJournal:SetDoneSortByl(int)

@ CHNWCJournal:SetjournalPageClosed(void)

@ CNWCJournal:SetjournalPageOpen(void)

F] cNwCJournal::SetjournalPicture(CExoString, int)
4

Line 22652 of 37915

22


https://github.com/Nostritius/nwn-wireshark/

Tooling

= Existing tools to
inspect

= Character file (.BIC)
= Saved Games (.SAV)

NeverwinterNights
Modules (NWM)

£ SYNACKTIV

@ MNWM Explorer

File Resources Help

e

=
Open

= Ch\Users\user\Documents\ MNeverwinter Ni
7. Area Data

+]- Miscellaneous Resources

El Module Data

.. Module.ifo

‘. Reputefac

Ready

— O X
Maodule.ifo 4 b X
Variable Type Walue
Mod_TlkOverides LIST 53 A
WarTable LIST b4
EventQueue LIST 65
NW Syne CAPREF 61
H- NW SyncAd CAPREF 62
=1 Mod_PlayerList LIST 69
- Ertry_63 ENTRY 48813
- Mod_CommntyMName STRING Attacker
- Mod_lsPrimary PIr LINTE 1
- Mod_FirstName: STRREF Ward
- Mod_LastName STRREF Feamias
- Objectld UINT32 2147483647
- DataMigration INT32 1
- FirstName STRREF Ward
- LastName STRREF Feanias
= Description STRREF Your only hope for fame and fortune, and to escape the lfe of &
- DescriptionOverr STRING
- [sPC UINTS 1
- [sDM UINTS 0
- Tag STRING
- Conversation RESREF
- Intermuptable LINTE 1 b4

Raw Hierarchy | Binary

23




Open-source components ESYNACKTIV

| Dptions > Open-Source Lic

M [Copyrie 2014 Chase Geigle -
® cpptoml Iﬂ i .
. Icense e ] .11 C Yy p obtaining a copy of
curl i c s (the "Software”), to deal in
3 n, including without limitation the rights to

= Check outaded | : o i ot iy o e ol
Com ponents — ! 3 ‘ is per n notice shall be included in all

hydrogen copie r subs

THE TWARE 1S PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
JELEN] OR
" IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
gt ] MERCHANTABILITY, FITNESS

FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR

nlohmann_json COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER
nuklear IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF
=|||OR IN
openmp3 CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
openss|

sdl2

moodycamel

‘ Fermer 1




Mitigations ESYNACKTIV

2 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOPYuser] (Administrator) - [m] x
[ File Options View Process Find Users DLL  Help
. Stack Cookle H' c D' M|t @ X | Pl L I |__| ‘ | | | | | | | | | |<Ffl'ferbyrmme>
Process CF‘U| Private Ey‘tes| Woarking 5et| F‘ID| Description |Com|:|anyI Name | DEP |ASLR Cortrol Flow G &
B | svchost exe 2380K 10,228 K 4756 Enabled (permanent) n/a n/a
B ' SgrmBroker.exe 3004 K T16K 5576 Enabled (permanent) n/a n/a
. D E P [#z]svchost exe 2696 K 11,636 K 1676 Processus hate pour les serv... Microsoft Corporation Enabled (permanent) ASLR CHG
[#=]svchost exe 2200K 8,860 K 6788 Processus héte pourles serv... Microsoft Corpaoration Enabled {permanent) ASLR ERG
B " svchost exe 3288K 11,192 K 6820 Enabled (permanent) n/a n/a
[#=]svchost exe 3036 K 12,920 K 6272 Processus héte pour les serv... Microsoft Corporation Enabled (permanent) ASLR CRE
[55]Isass exe <00 5472 K 17,364 K 656 Local Security Authority Proc... Microsoft Corporation Enabled (permanent) ASLR CFG
. AS L R [®E]fontdrvhost exe 1276 K 3420K 780 Usemode Font Driver Host Microsoft Corporation Enabled {permanent) ASLR CFG
B | carss exe <D0 2036 K 5332K 516 Enabled (permanent) n/a n/a
B B winlogon.exe 2600 K 12236 K 604 Application d'ouverture de s... Microsoft Corporation Enabled {permanent) ASLR CFG
[w=]fontdrvhost exe 2892K 6,508 K 776 Usermode Font Driver Host Microsoft Corporation Enabled {permanent) ASLR CFG
[aE]dwm.exe <D0 60,492 K 65540 K 1020 Gestionnaire de fenétres du ... Microscft Corporation Enabled {permanent) ASLR CFG
. N o C FG [ Explorer.exe <0.0 69,692 K 143,148 K 45806 Ce i Enabled {permanent) ASLR CFG
nwmain .exe 2387 264,456 K 193,732 K 5276 Mevenwinter Nights Beamdog Enabled {permanent) ASLR
QSecumyHealthSystray.exe 1.748K 5508 K 6768 Windows Security notificatio... Microsoft Corporation Enabled {permanent) ASLR CFG
84 VBoxTray exe <0.01 2540 K 11,496 K 6984 VirtualBox Guest Additions Tr... Oracle and/or its sfflistes  Enabled {permanent) ASLR CRG
@, OneDrive exe 19816 K 74,424 K 7072 Microsoft OneDrive Microsoft Corporation Enabled (permanent) ASLR CR3
1 procexpBd exe 149 25576 K 52,232 K 4648 Sysintemals Process Explorer  Sysintemals - www sysinter . Enabled (permanent) ASLR
v
< >
[l Handles DLLs |_Tﬂ Threads
Name Description Company Name Path Base ASLR Cortrol Flow Gu... ~
Galaxyed.dl GOG Galaxy Library CNGOG Games'Meverwinter Mights Enhanced Edition®... O«7FFEEDE30000 ASLR
libcrypto-1_1-«64 dil COpenSS5L librany The OpenS5L Project, h... CHGOG Games'\Neverwirter MNights Enhanced Edition’ O 7FFEEE3D0O0O0 ASLR
libssl-1_1x64.dll OpenS5L library The OpenS5L Project, h... CNGOG Games'\Meverwinter Mights Enhanced Editior (x7FFEFCBEDDDD  ASLR

il inter Nights Beamdog amesMevenwi hts Enhanced Edition®... (x7FF795930000
openal32.di Main implementation library C:AGOG Games'\Meverwinter Mights Enhanced Edition®... G«5E820000 ASLR
StaticCache dat C:\Windows"Fonts'StaticCache dat O« 1IFCCH640000 n/a nfa
SortDefautt.nls C:\Windows"\Globalization*Sorting".Sort Default nls x1FCB7920000 nfa nfa
advapid2.dl APl avancées Windows 32 Microsoft Corpaoration CA\WindowsSystem32\advapi32.di O«7FFFOFODOOO0  ASLR CFG
apphelp dil Fichier DLL du client de com...  Microsoft Corporation C:\Windows"System32\apphelp dil (x7FFFOBD10000  ASLR CFG
AudioSes dll Session audio Microsoft Corporation C:\Windows"\System 32\ Audio Ses il O« 7FFFOGES0000  ASLR CFG
berypt dil Biblicthéque de primitives de ... Microsoft Corparation CAWindows\System32\berypt dll («7FFFOES40000 ASLR CFG
beryptprimitives.dil Windows Cryptographic Primit... Microsoft Corparation C\Windows"System 32 \beryptprimitives dil O«7FFFOEBBODOD  ASLR CFG
cfgmgr32 dil Configuration Manager DLL Microsoft Corporation C\Windows"System32\cfgmgr32 dil O 7FFFOEDDOOOC  ASLR CFG
clbcatg.dil COM= Corfiguration Catalog Microsoft Corporation C:\Windows"\System32\clbcatq dll Ox7FFFOF020000 ASLR CFG
coloradapterclient dil Microsoft Color Adapter Client  Microsoft Corparation CA\Windows"System32\coloradapterclient dll O« 7FFFO9600000  ASLR CFG
combase.dll Microsoft COM pour Windows  Microsoft Corparation C\Windows"System 32\combase. dll O«7FFFOFG50000  ASLR CFG
CoreMessaging dll Microsoft CoreMessaging DIl Microsoft Corporation C\Windows"System32\Core Messaging dll O« 7FFFOBB30000 ASLR CFG
CoreUIComponents.dll Microsoft Core Ul Component... Microsoft Comporation C:\Windows"\System 32\Core UIComponents.dil (x7FFFOB3DO000D  ASLR CFG
crypt32.dil Crypta API32 Microsoft Corporation CA\Windows\System 32 \crypt 32.dll («7FFFOES70000 ASLR CFG
crvothage dil Base crvntoaraphic API DL Microsoft Comoration C\Windows\Svstem32\crvothage dil (x7FFFODENOODD  ASLR CFG hd

CPU Usage: 34.31% Commit Charge: 37.17% Processes: 112 Physical Usage: 43.23%

HEXACON 2024 25



Attack surface

£ SYNACKTIV
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Lobby ESYNACKTIV

= ~19 “Non Window Message”

BNES Game Search Broadcast
BNER Game Search (Response)
BNCS Game CD Key

BNCR Game CD Key (Response)
BNVS Password Related

BNVR Password Related (Response)

Server Name
erver relude

21



Key Exchange BSYNACKTIV

= Encrypted Communication
= Use open-source LibHydrogen

= Based on Curve25519 elliptic curve and Gimli permutation
= Noise Protocol Framework

m Static keypair derived from CD-Key

28



Network stack

= Divided in 3 layer

= layer 1: Handle deciphering
= |ayer 2 : Handle compressed and fragmented data
= [ayer 3: Handle game message

£ SYNACKTIV
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Layer 1

= UDP Based
= 1 magic byte
® 4 random bytes

£ SYNACKTIV

UDP Header

RecipientlD

Encrypted Data

30



Layer 2

B 3 Frame Types

= DATA
= ACK
= NAK

= Fragmentation

= Compression

flags details

0 1 2 3 4 5 & 7

s

e

T

I— extended length

message type
compressed by net layer

single recipient

+00h

+08h

2 SYNACKTIV

00 01 0z 03 04 05 06 o7
Magic CRC Frameld Frameld Flags
nFrame Length
Frame data
00 00 00 00 00 00 00 Flags
00 00 Length
Frame data

31



Layer 3

m 4 types of messages

= “P” Server to Player
= “p” Player to Server
= “S" Server to SysAdmin
= “s” SysAdmin to Server

£ SYNACKTIV
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SysAdmin Message

= Only between Server and the “Administrator”

= Textual command “Control.Boot 1”

Server MName Server
Difficulty Easy

Levels

Flayers / Max Players:

Sener AutoSave Interval (minutes)

Bl nwserver - Server- 174 0:31:48

— x
IP Address 192.168.56.104:5121
Module Mame | j
Garme Type |Au:tiu:un j
Flayer ve, Player |F'arty j

[ Local Characters Allowed
v Enforce Legal Characters
[ ltem Level Restrictions
W Only One Pary

[ Player Pause Enabled

v Reload When Empty

-

Player Password:

Ban Mame Ban CD DM Password:
Ban IP Boot Server Admin Passwaord
Save Game Slot Mumber
Server Message: Send Message
Senver status: Build 8193.36-13 [d7 7 dd024] Idle, login disabled. Shut down

£ SYNACKTIV
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Player/Server messages

= Game related message

= Update creature appearance
= Start a progress bar

= Add a quest in journal

= |evel up

m ~250 messages types

£ SYNACKTIV

p/P |Major | Minor Length Byte Stream

Bits

34



Message Parsing

= CNWMessage helps to decode byte stream
= 21 simple types

= CNWMessage::ReadBOOL

= CNWMessage::ReadBYTE

= CNWMessage::ReadINT

= CNWMessage::ReadDOUBLE
= CNWMessage::ReadVOIDPtr
= CNWMessage::ReadCExoString

£ SYNACKTIV
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Vulnerabilities

£ SYNACKTIV
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First Bug

£ SYNACKTIV

[..]

__int64 _ fastcall CNWCMessage::HandleServerToPlayerLogin(CNWMessage

[...]
int Class[8];
char ClasslLevel[8]; // [rsp+110h] [rbp+8h] BYREF

[...
switch(Minor)

*this, char Minor) {

// [rsp+F@h] [rbp-18h] BYREF

case 1l1o:

ClassListSize = CNWMessage::ReadBYTE(this, 8);
_ClasListSize = ClasslListSize;
if ( ClassListSize )

_ClasslLevel = ClasslLevel;
Class = Class;

= ClassListSize;

o

~Q 3|

// stack buffer overflow

* Class = CNWMessage::ReadINT(this, 32);

* ClassLevel = CNWMessage::ReadBYTE(this, 8);
++_Class;

++_ClasslLevel;

--n;

}

while ( n );
}
Experience = CNWMessage: :ReadDWORD(this, 32);

[...]
CPanelCharVersionPopup: :SetSaveCharacterInfo(vl3, ClasslListSize, Class,

ClasslLevel, Experience);

37



First Bug

m Classic stack buffer overflow

= count 0..255

= [Inexploitable due to stack
cookie ...

£ SYNACKTIV

A version of this character already
exists in the savegame. Which version
would you like to use?

|_"£J Save Game |__] Char. List
Daeris Daeris

Fighter (1)

Experience: 0 Experience: 0

38



Second bug

£ SYNACKTIV

__int64 _ fastcall CNWCMessage::HandleServerToPlayerCreatureUpdate_ Appearance(CNWMessage

L.
unsigned _ intlé Buf[18]; // [rsp+216h] [rbp-11Ah] BYREF
[..

Count = CNWMessage: :ReadBYTE(this, 8);

_Count = Count;

if ( Count )

v53 = (int *)Buf;
if ( Count <= 9u )

CNWCCreatureAppearance: :GetPartVariations(

*((CNWCCreatureAppearance **)CreatureByGameObjectID + 102),
(unsigned __ int8 *)Buf,

n = 0;
while ( 1)
{

index = CNWMessage::ReadBYTE(this, 8);
if ( CNWMessage: :MessageReadOverflow(this) )
goto LABEL_82;
if ( _bVersionSup_ 8193 35 )
value = CNWMessage: :ReadWORD(this, 16);
else
value = (unsigned __int8)CNWMessage: :ReadBYTE(this, 8);
++n;
Buffindex] = value;
if ( _Count == n)
goto LABEL_130;

*this)

39



Second bug

m Out of bound write in stack
= 10 word write

= Enough to rewrite return address
® Needaleak...

£ SYNACKTIV
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Find a leak

= By design server doesn’t need to query information about client ...

AW HEE;I' 1060

>
’

- T ETI |

£ SYNACKTIV
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Integer underflow bug

__inte4 _ fastcall CNWCMessage: :HandleServerToPlayerMessage(CNWMessage *this, char *Buf, int Len)

{
[..]
Magic = *Buf;
Major = Buf[1];
Minor = Buf[2];

if ( CNWMessage::SetReadMessage(this, Buf + 3, Len - 3, -1, 1)
&& (v8 = g pAppManager->CClientExoApp->vtable->CClientExoApp: :GetNetLayer) (g_pAppManager->CClientExoApp),
CNetLayer: :GetClientConnected(v8))
&& !CNWMessage: :MessageReadOverflow(this)
&& Magic == 'P' )

CNetworkProfiler::AddMessageToProfile((const void **)g cNetworkProfiler, 82, Major, Buf[2], Len);
CExoString::Format(&al, "unknown Major (©x%.2X)", Major);
switch ( Major )
{
case 1u:
CExoString: :operator=(&al, "ServerStatus");
active = CNWCMessage::HandleServerToPlayerServerStatus(this, Minor);
goto LABEL_9;
case 2u:
CExoString: :operator=(&al, "Login");
active = CNWCMessage: :HandleServerToPlayerLogin(this, Minor);
goto LABEL_9;

£ SYNACKTIV
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Integer underflow bug

messageBuf +

P 0z EF 4 mmTn

TR TR MITMTRITY RITNRFTYI Y
mrTRY NN NI RN
mrTITRN MMM NI RNNN
IR RN NN TN n
mrTITRM IR NI RN N
TR TR MITMTRITY RITNRFTYI Y
nR NIRRT RNNN

messagelength
(OXFFFFFFFF)

2 SYNACKTIV

unsigned int __ fastcall CNWMessage::SetReadMessage(
CNWMessage *this,
unsigned __int8 *messageBuf,
unsigned int Length,
int a4,
int ab)

unsigned int bytesStreamLength; // ecx
unsigned int res; // eax

this->messageBuf = messageBuf;
this->messageLength = Length;
this->curPos = 0;

[...]
%f ( Length )

this->curPos = 4;

bytesStreamLength = *(_DWORD *)messageBuf - 3;
res = 0;

this->bitsBufferOffset = bytesStreamLength;

if ( bytesStreamLength < Length )

{

this->bitsBuffer = &messageBuf[bytesStreamLength];
this->bitsBufferLen = Length - bytesStreamLength;
this->bitsPos = 0;

this->messagelength = bytesStreamLength;
this->nEncodedBits = CNWMessage::ReadBYTE(this, 3);
return 1;

else

[.]

43



Integer underflow bug ESYNACKTIV

messageBuf unsigned int _ fastcall CNWMessage: : SetReadMessage(
v CNWMessage *this,
A unsigned __int8 *messageBuf,
P 02 77 77 77 77?7 unsigned int Length,
int a4,

A int a5)
RN RN RNNY {
RN RNNN unsigned int bytesStreamLength; // ecx
nnnRRINInNRIRINRNN RN unsigned int res; // eax

byteStreamLength nRRR IR NI RPNRNR?

this->messageBuf = messageBuf;
this->messagelength = Length;

mrTITRM IR NI RN N
TR TR MITMTRITY RITNRFTYI Y

messagelength this->curPos = 0;
v nRRRE RN RN NN (OXFFFFFEFF) (.1
A if ( Length )
nRRE RN NN {
nRnRERRnRNRRNRRN RN this->curPos = 4;
NN NN NN NN bytesStreamLength = *(_DWORD *)messageBuf - 3;
bitsBufferLen nRRR IR NI RPNRNR? res = 0;

this—>bitsBufferOffset = bytesStreamlLength;
if ( bytesStreamLength < Length )
{

mrTITRM IR NI RN N
TR TR MITMTRITY RITNRFTYI Y
mrTITRN MMM NI RNNN

4 4 this->bitsBuffer = &messageBuf[bytesStreamLength];
this->bitsBufferLen = Length - bytesStreamLength;

this->bitsPos = 0;

this->messagelength = bytesStreamLength;

this->nEncodedBits = CNWMessage::ReadBYTE(this, 3);

return 1;

else

[..]
HEXACON 2024 44




Transform into 00BR ESYNACKTIV

= Find a way to have the same memory buffer used between
two message
= Frame can contains compressed data

= CNetlLayerinternal::UncompressMessage use a temporary buffer
= Dynamically allocated when uncompressed size is >= 0x20000
= else rx_buffer member is used
= rx_buffer is not erased after use

45



Transform into 00BR ESYNACKTIV

= Send first invalid message to initialise buffer

TotalLength

I

Length > TotalLength
P 00 01 owalid ge) Byte Stream

-~
v

Length
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Transform into 00BR ESYNACKTIV

= Send first invalid message to initialise buffer

= Send second message of 2 bytes

TotalLength \
!
Ll
0 1 2 3 6 7 0x20000 |
T, ===
Length > TotalLength ' ]
P 00 01 . B Stream
{invalid message) yte memory ] :
— R Ly
. -~
Length
Total Length (OxFFFFFFFF)
L
Ll
0 1 2 3 6 7 0X20000
e — e —————— ———
]
p | 28 | o1 i b Byte Stream memory ! 1
{valid) ] I
— e Ly
. -~

Length

a1



Transform into 00BR

®= CNWMessage::ReadVOIDPtr

= return a pointer to buffer of arbitrary size

= Usage of CNWMessage::ReadVOIDPtr

?; xrefs to CNWMessage::ReadVOIDPtr(int) v oA X

Direction Type Address

Up o LOAD:00000000000DA0ED

CNWMessage::Read|SON(void)+46

HandleServerToPlayerExportReply(void)+163
HandleServerToPlayerDungeonMasteriMessage(ucharj+ADD
HandleServerToPlayerDungeonMasteriessage(ucharj+D1D
HandleServerToPlayerDungeonMasterMessage(uchar)+FED
HandleServerToPlayerDungeonMasterMessage(uchar)+1105
HandleServerToPlayerDungeonMasteriMessage(uchar)+1218
HandleServerToPlayerDungeonMasterMessage(uchar)+132B
HandleServerToPlayerDungeonMasterMessage(uchar)+1548
HandleServerToPlayerCharacterDownload({uchar)+1D4

Do.. p
Do.. p CNWCMessage:
Do.. p CNWCMessage:
Do.. p CNWCMessage:
Do.. p CNWCMessage:
Do.. p CNWCMessage:
Do.. p CNWCMessage:
} Do.. p CNWCMessage:
} Do.. p CNWCMessage:
Do.. p CNWCMessage:

I

t| Do.. p CNWCMessage::
Do.. p  CNWSMessage:

Do.. p  CNWSMessage:

4
Line 12 of 15

H Help

HandleServerToPlayerCharacterList{uchar)+135

:HandlePlayerToServerLoginMessage(CNWSPlayer *,ucharj+174
:HandlePlayerToServerLoginMessage(CNWSPlayer *,ucharl+2E5

4

" OK Search © Cancel

£ SYNACKTIV
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Transform into 00BR ESYNACKTIV

[ | Upload assets to Client __int64 _ fastcall CNWCMessage::HandleServerToPlayerResman(

CNWMessage *this,
char minor)

= Write some heap data f
into a client file

switch ( minor )

{
[..]
case 5:
] No wa to re uest ﬁle .( CNWMessage::ReadCResRe-Eé(CResléeF *)v34, th1icsi)16)§
CExoString: :CExoString(&v29, (const CResRe v34);
y q * v27 = CNWMessage: :ReadSHORT (this, 16);
Length = CNWMessage: :ReadDWORD(this, 32);
° VOIDPtr = CNWMessage: :ReadVOIDPtr(this, Length);
- lee up coe if ( CNWMessage: :MessageReadOverflow(this) )
goto LABEL_32;
CExoString: :StripNonAlphaNumeric(&v29, 1, 9, 90);
v7 = CExoString::CStr(&v29);
CExoString: :CExoString(&v30);
CExoString::Format(&v30, "TEMPCLIENT:%s", v7);
if ( Length )
{

CExoString: :CExoString(&v32, "wb");

CExoFile: :CExoFile((CExoFile *)&v31, &v30, v27, &v32);
[...]

CExoFile::Write((CExoFile *)&v31, VOIDPtr, 1lu, Length);
CExoFile: :~CExoFile((#204 *)&v31l);

49



Neverwinter Night Script _ ESYNACKTIV

|| Debus
| 8

= Weird symbol name hoien [ OPFCT-SE1 [ et ||
Runscr,.ptChunk : : i |_| Snippet |_| Implicit main( | Clear | Execute ;

void main()

H Vi rtu a I M a Ch i ne St a Ck_ =he ) It Send™ ToPC(OBJECT_SELF, Hello world 1]
based Trencerat

[]re ndertpn

| _J re I"!CLE. rwi r'E.Fr'a me

1

= Server can execute i |

o o { _ o . ,_ A A A A A R A A A A O OO RN TSR TRATATIOOO »

arbitrary script send ol b —_—
from player Gutow o | o~

5 = * [Run Script{]hunk:?mtttg Nalid] OK
. T - | [Run ScriptChunk: 7fffffc Valid] OK
[ ] O | y D b g M d o TR 3 g S [RunScriptChunk:7ffffffc, Valid] OK
n | n e u O e e . ¥ : = = [RunScriptChunk:7{fffffc,Valid] OK
— = ; 2 [RunScriptChunk:7ffffffc Valid] OK
[RunScriptChunk:7ffffffc Valid] OK
z o [Run ScriptChunk: 7ffffffc Valid] OK
| n'est-ce pas ? Une fois encore, Padhiver est [RunScriptChunk: 7ffffffe Valid] OK
en danger et, une fois encore, on vous [RunScriptChunk:7ffffffc,Valid] OK
appelle pour tous nous sauver... E [RunScriptChunk:7ffffffc Valid] OK




Portal feature

® Found when looking NWScript surface

= Well-documented :
https:/nwnlexicon.com/index.php/ActivatePortal

Send a player's client to a new server, where the player's character will log in.

+ void ActivatePortal(

' object oTarget,

string sIPaddress = ""
string sPassword = "",
string sWaypointTag = "",
int bSeamless = FALSE

2 SYNACKTIV
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https://nwnlexicon.com/index.php/ActivatePortal

Portal feature HSYNACKTIV
= CNWCMessage::HandleServerToPlayerPortalActivatePortal

= Major/Minor 2A/01

= Work with DebugMode
disabled

= pSeamless =>
Automatic transfert
without dialog box

HEXACON 2024




Portal feature

Player

ActivatePortal

Server A

£ SYNACKTIV
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Portal feature

Server A

ActivatePortal
<

CharacterDownloadGimme
>

£ SYNACKTIV
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Portal feature

<

Server A

ActivatePortal

CharacterDownloadGimme

<

CharacterDownloadReply

>

£ SYNACKTIV
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Portal feature

Server A

ActivatePortal

<

CharacterDownloadGimme

<

CharacterDownloadReply

>

LoginLocalc:haracter

£ SYNACKTIV

Server B




Exploitation

£ SYNACKTIV
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Leak 2 SYNACKTIV

m Activate Portal

= Use integer underflow bug to trigger OOBR during
SetCharacterFile

= Second server received leaked heap memory
= Search pattern in memory to find program base

__inte4 _ fastcall CNWCMessage: :HandleServerToPlayerCharacterDownload(CNWMessage *this, char Minor)

[...]
if ( Minor == 2 )

length = CNWMessage: :ReadDWORD(this, 32);
pointer = (unsigned __int8 *)CNWMessage::ReadVOIDPtr(this, length);
CClientExoApp::SetCharacterFile(g_pAppManager->CClientExoApp, length, pointer, 0);




Pivot £ SYNACKTIV
@ nmov rcx, [rbx+38h] = OOBW to rewrite return address
mowv rdi, [Tcx+28h]
call  gword ptr [rdi+18h] = RBX points to CWNMessage
= Limited call to existing vtable functions
CPU Context CNWMessage message (user-controlled)
» »
+0x38 pBuf
maxLenlnBytes curPos A




Pivot

£ SYNACKTIV

2 OOBW to rewrite return address

Jdext

mow rcx, [Thx+38h]
@ nmov rdi, [Tcx+28h]

call  gword ptr [rdi+18h] = RBX points to CWNMessage

= Limited call to existing vtable functions
CPLU Context CNWMessage message (user-controlled)
> >
+0x38 pBuf
maxLenInBytes curPos +0x28 vtable




Pivot

£ SYNACKTIV

2 OOBW to rewrite return address

+0x18

Jdext

mow rcx, [Thx+38h]
mowv rdi, [Tcx+28h]
@ call  gword ptr [rdi+18h] = RBX points to CWNMessage
= Limited call to existing vtable functions
CPU Context CMWMessage message (user-controlled)
>
+0x38 pBuf
maxLeninBytes curPos +0x28 vtable

BitsBuffer
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Pivot

Goal : Limited call to arbitrary call

£ SYNACKTIV

Reuse “Steam gadget” (found in previous research)

= CCallResult<CSteamlinternal CreateltemResult t>::Run
RCX points to buffer (due to previous gadget)

JMP anywhere

Ctext:
Ctext:
Text:
Ltext:
text:

coooepdl4e1DE852
¢a0eeoa1401D83853
¢o00e0d1401D8858
eo00e0e01401D885F
codeeedl4e1DE362

maow
maow
maow
Xor

Jmp

Tax, TICX
gword ptr [rcx+1@h], @
Tcx, [Trcx+18h]

r8d, rad

gword ptr [rax+2@h]
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Pivot 2 SYNACKTIV

® Goal : Start ROPChain placed in message
= ROPChain will execute calc.exe

= COP/JOP Chain

= RAX points to CWNMessage buffer
= Move RAX into RSP with 3 gadgets

push rax ; mov rcx, rbx ; call gqword ptr [rax + 0x48]
pop rdi ; jmp gword ptr [rax + 0x40]

pop rsp ; and al, x50 ; add rsp, 0x58 ; ret
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£ SYNACKTIV
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Conclusion #SYNACKTIV

= Modding community provides great ressources for security
researchers

m Devil hides in the details
= Intel CET will kill exploitation
® Next...




)€ 5

¢

= SYN

https: //www.linkedin.com/company/synacktiv
https:/ /twitter.com/synacktiv

https://synacktiv.com

HEXACON 2024


https://www.linkedin.com/company/synacktiv
https://twitter.com/synacktiv
https://synacktiv.com/
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