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Introduction



Introduction 5 SYNACKTIV

Why ?

Why Browser extension ?

= [ SASS.exe is heavily monitored protected
= OS became bootloader to your browser

= Browser extensions have access to some very interesting APls



Introduction 5 SYNACKTIV

Why Chromium-based browsers?

= ~80% market share
= Non-store extensions remain persistent

= Development less restrictive than Safari
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Introduction

What are Chromium extension

= Extend and customize the browser
= Deep interaction with webpages

= Access to sensitive browser APls
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Introduction 5 SYNACKTIV

Installation methods

Discover Extensions ~ Themes

= Chrome Web Store / Edge Add-ons Store

Welcome to the Chrome Web Store
Supercharge your bro and themes for Chro

@az.ec

= Command-line arguments at startup (loads

unpacked extensions)

. Deve | O pe r m O d e Top categories

Shopping (i) Entertainment Tools b Art & Design s

OrangeCon 2025 8




Introduction 5 SYNACKTIV

Installation methods

= Chrome Web Store / Edge Add-ons Store
= Command Line arguments at startup

PS1> chrome.exe --disable-features=DisableLoadExtensionCommandLineSwitch --load=C:\unpacked_ext\

= Developer mode

OrangeCon 2025 g




Introduction 5 SYNACKTIV

Installation methods

<« C @ Chrome  chrome://extensions e in] L @
= Official Chrome Web Store or Edge add-ons @ Extensions s ©
| Load unpacked | Pack extension Update
Sto re 3} My extensions B3 Your browser is managed by your organizati

B Keyboard shortcuts

= Command Line arguments at startup B e

Gaogle Drive.

D: gmbmikzjjgmnabigimofipeabaddhane
nspect views service worker

= Developer mode — o

= Load unpacked extension from folder

= Install self-signed CRX
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Introduction 5 SYNACKTIV

Extension format

= Packed extensions

= Chrome Web Store: sighed CRX (ZIP archive + metadata + Web Store signature)

= Self-signed CRX: possible, but only installable in Developer Mode (not trusted by default)

= Unpacked extensions

= Source files in a local folder

= Loaded via Developer Mode (persists across sessions)
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Chromium extension structure

= SYN
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Chromium extension structure #SYNACKTIV

Extension anatomy

- UnpaCked-eXtenSion/ ? cat unpacked-extension/manifest.json

"manifest_version": 3,
. . "name": "Simple extension",
- manifest.json "ersions Mgt
"description": "A minimalistic MV3 Chrome extension example.",
= Defines an extension’s info, permissions, etc... R EOoRIza
"tabs",
. "storage",
» content-scripts ] "scripting"
”Eostfpermissions”: ["<all_urls>"],
. . "background": {
8 SErvice V\/Ol’k@l’ Scrlpt "service_worker": "background.js"

iy

"content_script": [

"matches": ["<all_urls>"],
"js": ["content-script.js"]
}
]
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Chromium extension structure

Extension anatomy

OrangeCon 2025

unpacked-extension/

manifest.json

content-script

(Read / Modify) the DOM of the page

service worker script

$ cat unpacked-extension/content-script.js
console.log("Hello from content-script !");

const dumpStorage = (storage) =>
[...Array(storage.length).keys()]
.map(i => {
const key = storage.key(i);
return { key, value: storage.getItem(key) };
1)

console.log("localStorage contents:", dumpStorage(localStorage));
console.log("sessionStorage contents:", dumpStorage(sessionStorage));

= SYNACKTIV
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Chromium extension structure #SYNACKTIV

Extension anatomy

- unpacked_extension/ $ cat unpacked-extension/background.js

console.log("Hello from service worker !")
// Get all cookies

" manlfeStJSOﬂ 5l}rET§£C$g:§ies.getAu({}' (cookies) => console.log('All cookies:', cookies))

chrome. tabs.query({}, (tabs) => console.log('Open tabs:',6 tabs))
// List history, screenshot capture and many more ...

o content-scripts

g service worker script

= Handle events and have access to the browser API




Chromium extension structure

service worker script in action

“kdooring_chromium
console.log("H

chrome.cookies.getAll(
console.log('All

OrangeCor

0808 O

Js background.js X

v ® Extensions X  +
€ G  ®Chromium chrome://extensions
= Extensions

Load unpacked Pack extension Update

All Extensions

Simple extension 1.0
% A minimalistic MV3 Chrome extension example.

[Bg Your browser is managed by your organization

1D: ndlpefnfkkohemhedjpkfghfchpneif]
Inspect views|service worker |

Details Remove

Console Application Sources
[ @ @ backgroun. v @&

Hello from service worker !

All cookies:
 Array(16) i
b0 '.google.com’,
E ' .google.com',
' .waw. linkedin

{
{
{
{
{
{
{
{
{

b
2
2
b
2
2
b
»
2
b
b
b
2
b
2

microsoft.com

2 . Array(@)

Network
¥ Filter

'azure.microsoft.com',
azure.microsoft.com
microsoft.com”

c

Performance

[ @] Details

DevTools

Memory

: 1772123543.863798,
: 179@758241.35724,

: false,

: false,

: false,
false,

: 1788107560.214274,
: 17881@7568.014384,
1 177212356@.91433,
: 175665796@.914353,
: 1756573360.914378,
1 1788187560,

1788107619.284136,
1 1756573419.284224,

% Chromium PDF Viewer 1

1D: mhjfbmdgefjbbpaeojofohoefgiehjai

: Talse,
false,
' JSESSIONID',
lang’, i
: false,
: false,
: false,
: false,
: false,

: true,
1791131561.433705,
1759163562,

© 17881976@7.955191,
1756573407,

: true,
: true,
1 true,
! true,
false,
: false,

Remove

= SYNACKTIV

~
* O A a
Q, Developermode @)
Py
-
Default levels v No Issues {83
-
: true, : 'AEC', .}
' __Secure-ENID", ..}
: false, : 'bcookie', .}
1 true, 'bscookie”, .}
false, ;' ge’, W}
: false, ¢ 'lide’, L)}
: true, : '_cf_bm', .}
1i_alerts', .}
1 true, __Host-GAPS", .}
false, P 1 L
false, Mi TtApplicatic
false, : 'ai_session
: false, MC1', 16
: false, : "Msa', ..




Orangg

Chromium extension structure #SYNACKTIV

Content-script in action

88 0s |_| Q |I| v ® Extensions X 5 Google x  + - O x

. . « > C °3 google.com W a
Js content-script.js X 6009 = 2

backdooring_chromium > demo > extension > Js content-script.js > .

console.log("Hello from content-script 1");

dumpStorage = (storage)
[...Array(storage.length).keys()]
.map (i
= storage.key(i);
return { key, value: storage.getItem( : Google Search I'm Eeeling Lucky

)i

console.log("localStorage contents:", dumpStorage

localStorage))

console.log(" onStorage contents:", dumpStorage France
sessionStorage));

Console »

) @ topy © Y Filter
Default levels v No Issues ¢£e3

Elements

localStorage contents: content-script.js:10
» [{.}]
sessionStorage contents: content-script.js:11

y (16) [{}, o}, L}, L}, e}, e}, L3, L.}, 1"
(.}, (.}, (.}, {3, a3, (o3, (e}, {3




Chromium extension structure

Offensive capabilities

OrangeCon 2025

Capability Content Script

&5 Access ALL cookies

# Steal sensitive data (DOM/storage)
»" Inject malicious code in pages

Take screenshots

=] Intercept/modify network requests

X No
4 Ves
¥4 Yes
¥ No
X No

4 Yes
I\ Limited
X No
4 Yes
¥4 Yes

= SYNACKTIV
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Chromium extension structure

Offensive capabilities

= Communication between service worker and content-script

// content-script.js

chrome.runtime.sendMessage({
localStorageData: localStorage,
sessionStorageData: sessionStorage

1);

// background.js
[...]

chrome.runtime.onMessage.addListener ((message, _sender, _sendResponse) => {
let { localStorageData, sessionStorageData } = message;
handle(localStorageData);
handle(sessionStorageData);

1);

OrangeCon 2025
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Chromium extension structure

Offensive capabilities > Filesystem access

" BUTITCANT
ACCESSTHE FS RIGHT
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= SYNACKTIV
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Post-exploitation HSYNACKTIV

Offensive capabilities > Filesystem access

= Webpages can’t access the local file system because of the Same-Origin Policy (SOP)

= The browser can browse and access files though file:// scheme

= as can extension through service worker

21




Post-exploitation

Offensive capabilities > Filesystem access

Service Worker can leverage tabs and host_permissions to:

= Open a background window of 1 px on file://<location>
= Parse and extract tab content

= Exfiltrate data as required

= SYNACKTIV
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Post-exploitation HSYNACKTIV

Offensive capabilities > Filesystem access

= MIME type that can be displayed (and exfiltrated):

= text/* (plain, html, xml, csv...)
= application/xml

= application/javascript

= application/json

= application/ld+json

OrangeCon 2025 e3




Extension loading mechanism

= SYN
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Extension loading mechanism SYNACKTIV

Preferences file

B Process Menitor - Sysinternals: www.sysinternals.com - O > i W Extensions * +

File Edit Ewent Filter Tools Options  Help

PEISEQIVYO & LA adm2RE ¥ O B T e — *) 1@

Time ... Process Name FID Operation Path

351:5.. chrome exe 2940 [{5)Createfile Cilsers'ib \AppData® Local\GoogleChrome' User Data\Default\Preferences = E}(te nSi ons Q, Developer mode ()
3.51.5... chrome .exe 2940 [75)Querylnformatio ... C:\Usersrb*AppData‘LocalGoogle \Chrome*\ User Data“DefaultPreferences

3:51:5.. chrome exe 2940 F)GueryAllinforma... CA\Users b\ App DatatLocal\Google\ChromeUser Data'\Default\Preferences

3:51:5.. chrome exe 2940 [ ReadFile Clsers'b\AppDatatLocal ' Google \Chrome'User Data“Default'Preferences .

3:515.. chrome.exe 2940 [75)ReadFile Cilsers'rb \AppDatat Local\Google\Chrome' User Data\Default\Preferences Load unpacked Pack extension Update

351:5.. chrome exe 2540 [75)ReadFile C\Users'ib'AppDatatLocal\GoogleChrome' User Data®\DefaultPreferences

3:51.5... chrome .exe 2940 [75)CloseFile CiUsers'ib \AppDatatLocal\Google \Chrome' User Data*\Default\Preferences

3:52:0... chrome exe 2940 [F)CreateFile Clsers'b\AppDatatLocal ' Google \Chrome'User Data“Default'Preferences

3:52:0... chrome exe 2940 [F)CreateFile CilUsers b\ AppDatatLocal Google \Chrome*User Data“Default'Preferences

352.0.. chrome exe 2940 [75)QueryBasicinfor...C:\Users'rb"AppData'Local Google \Chrome*\ User DataDefault' Preferences

352.0.. chrome exe 2940 [75)CueryRemotePr...C:\Users'rb*AppData'Local Google \Chrome* User DataDefault'Preferences All Extensions

3:52.0... chrome .exe 2940 [75)QuerySecurityFile C:\Users b App DatatLocal Google \Chrome '\ User Data®\DefaultPreferances

3:52:0... chrome exe 2940 [F5)QueryStreaminf... C:A\Users'b\App DatatLocal\Google\Chrome ' User Data'\Default\Preferences

3:52.0... chrome exe 2540 I%"l File SystemControl C:\Userswb\App DataLocal \Google \Chrome\User Data“DefaultPreferences Simple extension 1.0

352.0.. chrome exe 25940 [7)QueryBasiclnfar...C:\Userswb\AppData‘Local\Google Chrome\User Data‘\DefaultPreferences

3:52:0... {8 chrome exe 25940 [F)5etRenamelnfo...C:hUsers'b\App Data'\Local \Google\Chrome '\ User DataDefault'Preferences % A& minimalistic MV3 Chrome extension example.
3:52:0... chrome exe 2940 [F5)FileSystemControl C:A\Users b\ App Data®Local\Google\Chrome ' User Data'\Defaultt\Preferences

3:52:0... chrome exe 2940 [F)CloseFile Clsers'b\AppDatatLocal ' Google \Chrome'User Data“Default'Preferences

Inspect views service worker

Details Remove c O
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Extension loading mechanism

Preferences file

All Extensions

Simple extension 1.0
A minimalistic MV3 Chrome extension example.

| 1D: kemniacijjieifehmgeohiplaploaocm |

nspect views service worker (Inactive)

Details Remove c O

& windows PowerShell X +

PS C:\Users\rb\AppData\Local\Google> Get—ChildItem
>> Select-String

>> Select-Object Path |

>> ForEach-Object { Split-Path }

>> Sort-Object

000003. Log

Preferences

QuotaManager

Tabs_1310812330151U5867

PS C:\Users\rb\AppData\Local\Google>

= SYNACKTIV

SilentlyContinue |
SilentlyContinue |
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Extension loading mechanism SYNACKTIV

Preferences files

{
"extensions":
{
"settings":
"<extension_hash>":{
"name" : "Extension name",
[...rest of manifest.json]
Iy
{...}
+
lluill: {
"developer_mode": false
}
}
[...]
"protection":{
"macs": {
"extensions": {
"settings":{
"<extension_hash>" : "<MAC>"
}
+
"extensions": {
lluill: {
"developer_mode": "<MAC>"
}
¥
}
}
}
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Extension loading mechanism

Goals

= Obtain a static Chromium extension ID

= Modify the Preferences file accordingly

= SYNACKTIV
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Extension loading mechanism SYNACKTIV

Extension id calculation

= Computed by hashing the absolute path of the extension folder.

= chromium/src/components/crx_file/id_util.cc:GeneratelIdForPath

= Generated by hashing the public key of an RSA X.509 certificate into a 32-

character string using letters a through p.

= chromium/src/components/crx_file/id_util.cc:Generateld

$ python3 gen_crx_id.py

pubkey: MIIBIjANBgkqhkiGOwoO][...]
crx_id_from_pubkey: aifbejmahijpgmclcdffcjbkochehfoi

29




$ cat manifest.json

"key" : "MIIBIjANBgkqhkiGOw@BAQEFAAOCAQS8AMIIBCYKCAQE...",
"manifest_version": 3,

"name": "Simple extension",
"version": "1.0",
II[ ]ll

All Extensions

Simple extension 1.0
% A minimalistic MV3 Cmahrome extension

example.

I8l zifbejmahijpgmeledffcjbkochehfoi

Inspect views service worker

Details Remove &

OrangeCon 2025
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Extension loading mechanism SYNACKTIV

Goals

= Obtain a static Chromium extension ID [74

= Modify the Preferences file accordingly

Register our extension ['4
HMAC SHA 256 signature of the extension

HMAC SHA 256 signature of developper_mode (v134+)

31




Extension loading mechanism

HMAC key

= (2020) HMAC and Secure Preferences: Revisiting Chromium-based Browsers Security, Pablo Picazo-Sanchez

"Chromium" "Preferences" "HMAC"

HMAC and

HMAC and "secur VIS yased b ecurity ... Preferences file
automanc

- Traduire cette page

HMAC and “secure preferences”: Revisiting chromium- ...

23 sept. 2024 — HMAC and “secure preferences”™. Revisiting chromium-based brow

Preferences file automatically created by Chromium the first ...

OrangeCon 2025
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Extension loading mechanism

Preferences file > HMAC key recovery

= That Chrome browser uses a harcoded key

C:\Program Files\Google\Chrome\Application\<version>\resources.pak

= Chromium browser this key is null

OrangeCon 2025

= SYNACKTIV
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Extension loading mechanism SYNACKTIV

Preferences file > HMAC key recovery

<!-- browser_resources.grd => ressources.pak !-->
<if expr="_google_chrome">
<include name="IDR_PREF_HASH_SEED_BIN" file="resources\settings\internal\pref_hash_seed.bin" type="BINDATA" />
<include name="IDR_ADDITIONAL_MODULE_IDS" file="${additional_modules_list file}" use_base_dir="false" type="BINDATA" />
</if>

// chrome_pref_service_factory.cc:277
std::unique_ptr<ProfilePrefStoreManager> CreateProfilePrefStoreManager (
const base::FilePath& profile_path) {

std::string seed;

CHECK(ui: :ResourceBundle: :HasSharedInstance());
#1f BUILDFLAG(GOOGLE_CHROME_BRANDING)

seed = std::string(ui::ResourceBundle::GetSharedInstance().GetRawDataResource(IDR_PREF_HASH_SEED_BIN));
#endif

return std::make_unique<ProfilePrefStoreManager>(profile_path, seed);

}
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Extension loading mechanism

Preferences file > HMAC key recovery

# https://github.com/Pica4x6/SecurePreferencesFile/blob/main/Seed.py#L60

# Pablo Picazo-Sanchez,

[...]
'expected_seed': b'\xe7H\xf36\xd8"\xa[...]a8

Gerardo Schneider and Andrei Sabelfeld:

"HMAC and 'Secure Preferences'

= Same HMAC-SHA256 key found on Chrome v130'!

OrangeCon 2025
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(Chrome 85)
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Extension loading mechanism

Preferences file > HMAC key recovery

= chromium/chromium/src/refs/heads/main/./tools/grit/pak_util.py

$ python3 pak_util.py extract resources.pak -o resources_v139/
$ python3 pak_util.py extract resources.pak -o resources_v139_dirty/

$ diff -bry resources_v139 resources_v139_dirty

Binary files resources_v139/146 and resources_v139 dirty/146 differ
$ xxd -p resources_v139/146

e7481336d85ea5f9dcdf25d8f347a65b4cdf667600f02df67[...]5a8

OrangeCon 2025
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Extension loading mechanism

Preferences file > Enabling Developper mode Ui

= SYNACKTIV

// Preferences

= developper_mode MAC key

= Same HMAC key as the extension hash

OrangeCon 2025

"extensions":
{
"settings":
{
"<extension_hash>":{
"name" : "Extension name",
[...rest of manifest.json]
s
{...}
3
lluill: {
"developer_mode": true
b
3
[...]
"protection":{
"macs":{
"extensions":{
"settings":{
"<extension_hash>" : "<MAC>"
}
3
"extensions": {
lluill: {
"developer_mode": "<MAC>"
}
3
3

31



Extension loading mechanism SYNACKTIV

Preferences file > Pseudocode

SHA256 MAC of the JSON section corresponding to the extension using the seed.

prefs = load_pref_json()

# Update extension settings array and dev mode
prefs["extensions"]["settings"][ext_id] = ext_settings
prefs["extensions"]["ui"]["developer_mode"] = True

# Calculate HMACs (device_key == sid in windows)
prefs["protection"]["macs"][ext_id] = HMAC(seed, sid + ext_id + ext_settings)
prefs["protection"]["ui"]["developer_mode"] = HMAC(seed, sid + "developer_mode" + "true")

save_json(prefs)
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Extension loading mechanism SYNACKTIV

Goal

= (Generate a static extension ID
= Place the unpacked extension on disk or on a readable network share (UNC)
= Edit Preferences entries under extensions.settings for the extension

= Recompute Secure Preferences HMACs for all modified keys so the changes are

accepted

= Restart or kill Chrome to reload preferences

OrangeCon 2025 39




Extension loading mechanism

Automatizing all the steps + Post-exploitation

» 0:00/1:36

= SYNACKTIV
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Administrative restrictions

= SYN
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Administrative restrictions

Group policy object

= Group Policy Object (GPO) on Windows

= Require the installation of Chrome ADM/ADMX templates

= SYNACKTIV

=f Group Palicy Managerment Editar
File  Action  Miew Help

s nE =2 HmEl T

| Software Settings
| Wiindows Settings
w || Administrative Templates: Policy definitions
| Cantral Panel
| Desktop
w [ | Google
w [ Google Chrome
| Accessibility settings
| Allow or dery screen capture

| Certificate management settings

| Content settings
Default search provider
Deprecated policies
Extensions

First-Party Sets Settings

Generative Al

L P

OrangeCon 2025

Extensicns

Select an item to view its description.  Setting

\i=] Blocklist for install types of extensions

\iz| Blocks external extensions from being installed

\iz] Configure a list of arigins that grant extended background li...
|iz] Configure allowed app/fexstension types

\iz] Configure extension installation allow list

\iz] Configure extension installation blocklist

\iz] Configure extension, app, and user script install sources

\iz] Configure the list of force-installed apps and extensions

\iz] Control availability of extensions unpublished on the Chrom...
i) Control Manifest w2 extension availahbility

\iz] Control the availability of developer mode on extensions page

|iz] Extension managerment settings

State

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Disabled
Mot configured

Comment
Mo
Mo
Mo
Mo
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Administrative restrictions

Group policy object

hd MW Extensions * @ Policies ® + — ]
&« c & Chrome chrome://policy ®
c.' Policies Filter policies by name
‘ Reload policies ‘ ‘ More actions ~ Show pelicies with no value set
CloudManagementenr,,, & Bcf5bass-2as7-4deb-beeb-d.. Flatfor..  Machi... Mand... oK Show
ExtensionlnstallBlocklist® "1 Cloud Machi... Mand... oK show
GenaiDefaultSettingsks 1 Cloud Machi... Mand... QK Show
MandatoryExtensionsF... & (1 Cloud Machi... Mand... Unrele... Show
AlModeSettings & Not set, Show

OrangeCon 2025

Adobe Acrobat: PDF edit, convert, sign tools

https:/fwww.adobe.com/ § Featured 4.4 4 (59.3K ratings) «§ Shara

Extension Workflow & Planning 312,000,000 users

= SYNACKTIV

E.

v = Adobe Acrobat: PDF edit, conve X + — O
< & 25 chromewebstore.google.com/detail/adobe-acrobat-pdf-edit-co/efaid.. & ¥r @
o~ chrome web store Q. Search extensions and themes
Discowver Extensions Themes
A I Your admin has blocked this item (ID: efaidnbmnnnibpcajpeglclefindmkaj) I Learn mare

43



Administrative restrictions 5SYNACKTIV

Group policy object

= Configure extension installation Allow List GPO

HKEY_CURRENT_USER\SOFTWARE\Policies\Google\Chrome\ExtensionAllowlist
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Administrative restrictions SYNACKTIV

Fxtension id spoofing bypass

= Extension ID can be precaculated by defining a public key

= Since it's present in the manifest, what if we spoof a legitiamete extension id ?

v # Adobe Acrobat: PDF edit, com x W Extensions

x @ Paolicies x ar

c & Chrome chrome://extensions

@ Extensions

Q, search extensions Developer mode @D

Load unpacked Pack extension Update

Im} My extensions B3 vour browser is managed by penflow.sh

Keyboard shortcuts
All Extensions

Developing extensions? Stay up " 5 -

- 2
to date on What's New with . Adobe Acrobat: PDF edit, convert, sign ... 25.8.2.1
Chrome Extension developer

5 9 Google Docs Offline 1.95.1
documentation.

Do maore in Google Chrome with Adobe Acrobat
PDF tools. View, fill, comment, sign, and try
convert and compress tools,

Edit, create, and view your documents

spreadsheets, and presentations — all without
internet access.

|D: efaidnbmnnnibpcajpeglclefindmkaj | 1D: ghbmnnjeoekpmoecnnnilnnbdlolhkhi
Discover more extensions Inspect views service worker

Inspect views service worker (Inactive)
& and themes on the
Chrome Web Store

Details Remove [ @)

Details Remove O
G Deviools ] X
Console  Sources MNetwork Performance Memory  Application o3 @

M @ ©serviceworke.. ¥ @ Y Filter Default levels ¥  Nolssues €83

@ Uncaught (in promise) Error: Could not establish connection.
Receiving end does not exist.

> chrome.runtime.getManifest().key

@TkICom3yr:
2nCTdkAS
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Administrative restrictions

Fxtension stomping bypass

= |f the extension is already installed

= Then our unpacked extension will stomp it and make the other one invisible from the Ul !

OrangeCon 2025

& c & Chrome chrome://extensions

@ Extensions

Load unpacked Pack extension

E:} My extensions

Keyboard shortcuts

Developing extensions? Stay up
to date on What's New with
Chrome Extension developer
documentation.

Discover more extensions
& and themes on the
Chrome Web Store

Update

Q Search extensions

B vour browser is managed by penflow.sh

All Extensions

Simple extension 1.0 9
s | | B
By & minimalistic MV3 Chrome extension example.

ID: efaidnbmnnnibpcajpeglclefindmkaj I
Inspect views service worker (Inactive)

Details Remove c O Details

ﬁ Deviools

Console  Sources Network Performance Memory  Application

oM @ O backgroundjs v @ ¥ Filter

Hello from background!

Google Docs Offline 1.95.1

Edlit, create, and view your documents,
spreadsheets, and presentations — all without
internet access.

1C: ghbmnnjooekpmoecnnnilnnbdlolhkhi

Inspect views service worker (Inactive)

Remove [ @]

Default levels v Mo lssues @

background.js:1 o)

-

chrome. runtime.getManifest().key

u/ 2m18LFYNGNEGZQSSTgGXZceAFCRxz J+EXSTZTRNIPISrd
dM5]zsCozTwIDAQAR'

BGC5qGSIb3DQEBAQUAA4GHNADCEIQKBEQCZBtDWIUNgCebbFETPE19k+Xx8TkICom3y rxal
KznCTdkABoSKUpPFE!

~

chrome . runtime. getManifest() . name

'5imple extension’

Developer mode @D
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Prevention & Detection £ SYNACKTIV

HKLM Policy definition

= HKLM > Cloud > HKCU (Default via GPO)

ExtensioninstallBlocklist® ["from HKLI] Platform Machine Mandatory Error, Warnin... ~ Show less
Value | @ 0
"From HKLM"
]
Error  Value doesn't match format,
Warning  This policy is working as intended but a conflicting value is set elsewhere and is overridden by this policy.

Value (conflicty  ['from HKCU] Platform Current user Mandatory @
Value (conflict)  [™'] Cloud Machine Mandatory @

OrangeCon 2025
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Prevention & Detection

User (Detection/Prevention)

= Define manual entries HKLM ExtensioninstallAllowList and

ExtensionlnstallBlockList

= HKLM > Cloud > HKCU (Default via GPO)

= Common registry hives and paths to monitor for Chrome policies:

=  HKEY_CURRENT_USER\SOFTWARE\Policies\Google\Chrome/

=  HKEY_CURRENT_USER\SOFTWARE\Policies\Google\Chrome/

= Monitor Preferences file

OrangeCon 2025
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Prevention & Detection SYNACKTIV

Admin user (Detection)

= With admin priviledges, all security measure can be disabled (HKLM/HKCU)...

= [f admin is compromised it's almost too late at this point to prevent the software
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Prevention & Detection

Tooling

= POC and C2 has been recently released few weeks ago !

Chrome alone C2 && Loader (Michael Weber / Praetorian)
REDext C2 (DarkRain0O09)

SharpSilentChrome Loader (ChoiSG)

OrangeCon 2025
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References

= Chrome for developpers documentation
= Google Chrome n Secure Preferences (2015) - Kaimi.io

= HMAC and “Secure Preferences” (2020) - Pablo Picazo-Sanchez
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Thanks!
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Questions?
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