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Introduction To Unicode
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ISO/IEC 10646
(Unicode)

UTF-8
UTF-16
UTF-32

ISO/CEI 646
(ASCII) EBCDIC

ISO 8859

ISO 8859-1 (Western Europe)
ISO 8859-2 (Central Europe)
ISO 8859-3 (Maltese/Esperanto)
ISO 8859-4 (North Europe)
ISO 8859-5 (Cyrillic)
ISO 8859-6 (Arabic)
ISO 8859-7 (Greek)
ISO 8859-8 (Hebrew)
ISO 8859-9 (Turkish)
ISO 8859-10 (Nordic)
ISO 8859-11 (Thai)
ISO 8859-13 (Baltic)
ISO 8859-14 (Celtic)
ISO 8859-15 (New Western Europe)
ISO 8859-16 (Romanian)

DOS code pages

437, 737, 850, 858, 861, 862, 863, 864,
865, 866, 867, 868, 869, 899, 904, 932,
936, 942, 949, 950, 951, 1040, 1043,
1046, 1098, 1115, 1116, 1117, 1118, 1127

IBM AIX code pages

895, 896, 912, 915, 921, 922, 1006, 1008,
1009, 1010, 1012, 1013, 1014, 1015,
1016, 1017, 1018, 1019, 1046, 1133

Windows code pages

932 (Japanese)
936 (Simplified Chinese, GBK)
950 (Traditional Chinese)
1250 (Central Europe)
1251 (Cyrillic)
1252 (Western)
1253 (Greek)
1254 (Turkish)
1255 (Hebrew)
1256 (Arabic)
1257 (Baltic)
1258 (Vietnamese)
1270 (Sami/Finish)

National standards

ArmSCII, Big5, BraSCII, BSCII, CNS, 11643, DIN, 66003, ELOT,
927, GOST, 10859, GB, 2312, GB, 12345, GB, 12052, GB,
18030, HKSCS, ISCII, JIS, X, 0201, JIS, X, 0208, JIS, X, 0212,
JIS, X, 0213, KOI-7, KPS, 9566, KS, X, 1001, KS, X, 1002, LST,
1564, LST, 1590-4, PASCII, Shift, JIS, SI, 960, TIS-620, TSCII,
VISCII, VSCII, YUSCII

Mac OS Code pages

[…]

Platform specific

1052 1053 1054 1055 1058 Acorn RISC OS Amstrad CPC Apple II
ATASCII Atari ST BICS Casio calculators CDC Compucolor 8001
Compucolor II CP/M+ DEC RADIX 50 DEC MCS/NRCS DG
International Galaksija GEM GSM 03.38 HP Roman HP FOCAL HP
RPL SQUOZE LICS LMBCS MSX NEC APC NeXT PETSCII
PostScript Standard PostScript Latin 1 SAM Coupé Sega SC-3000
Sharp calculators Sharp MZ Sinclair QL Teletext TI calculators
TRS-80 Ventura International WISCII XCCS ZX80 ZX81 ZX
Spectrum
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Unicode

Arrows

←, ⇍, ⇣, ⇶, ⇝ Box drawing, Blocks

┻, ╜, ▆, ▓, ▞

Diacritical Marks

̀, ̃, ̤, ̭, ͡, ̻

Geometric shapes, Braille, etc.

Emojis

😀, 🙋, 😭, 😵

Mathematical Symbol

∃, ∈, ∫, ≥, ∓, ∺, ∑

Letters from all languages

œ, ϰ, ϣ, ѩ, ձ, ფ, ꮦ, 𐓦, 𖹳, ࠀ, ঙ, �, �, �

Symbols and
pictograms

🌚, 🌿, 🍚, 🐦

Punctuation

“, —, •, ‼, ⁑, ⁋, ⁝
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⚈ Code points :  numerical values from 0 (0x0) to
1114111 (0x10FFFF), ~ 1.1M values.

⚈ This range is named the codespace.
⚈ Those values are denoted as U+<hex_code_point>
⚈ Code points are the unique identifier  or reference

number of a Unicode character.

77SEC-T 2025 - Unicode as low-level attack primitive - Alexandre ZANNI (@noraj)SEC-T 2025 - Unicode as low-level attack primitive - Alexandre ZANNI (@noraj)



Format Bits Encoding Mapping

Byte 8 UTF-8 variable (1 ⇒  1 to 4)

Word 16 UTF-16 variable (1 ⇒  1 to 2)

Double-Word 32 UTF-32 fixed (1 ⇒  1)
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precomposed char vs composite char

Composing
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 +  =  ( \u{1F44C}\u{1F3FB} )
 +  =  ( \u{2764}\uFE0F\u200D\u{1F525} )

 +  =  ( \u{1F3F4}\u200D\u2620\uFE0F )

Joining

⚈modifying character shape with variation selectors
or modifiers

⚈ joining characters with joiners
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Low-Level Attack Primitive
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Where do issues come from?

⚈ Implementation errors
⚈ Complexity of Unicode mechanisms
⚈ Lack of awareness
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Glyphs that looks like each other but which are visually
different by a tiny bit while there are totally different

characters logically.

Depends on the font used.

Homoglyphs
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Credit: Chris McNab (Left), James Tantalo (Right)Credit: Chris McNab (Left), James Tantalo (Right) 1 41 4



Visual attacks based on homoglyph / confusion?

⚈ Internationalized Domain Names (IDN)
⚈ Font specific attacks

⚈ Source code backdooring

⚈ Inadequate Rendering Support
⚈Missing Glyphs
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Example of source code backdooring from Certitude

Do you see an issue?
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https://certitude.consulting/blog/en/invisible-backdoor/


Sorry, in the condition ( != )

It has nothing special but can be used in identifiers.

⚈ it is NOT  the negation operator !  (EXCLAMATION
MARK, U+0021)

⚈ but actually ǃ  (LATIN LETTER RETROFLEX CLICK,
U+01C3)
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They are not meant to be seen by humans such as
spacing, control, filler characters.

Invisible Characters
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Hangul Filler, U+3164
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Visual attacks based on invisible characters?

⚈ Source code backdooring
⚈ Reordering

⚈ Isolate Shuffling
⚈Whitespaces

⚈ Early Returns
⚈ Commenting-Out
⚈ Stretched Strings
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What the size of ?
1? 6? 8? 16? 20?

The size of what?

Size
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 +  + 

code points: U+1F469 U+200D U+2764 U+FE0F U+200D
U+1F468
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⚈Graphemes size: 1
⚈ String size / code unit count: 6
⚈ Byte size:
⚈ UTF-8: 20 bytes

⚈ UTF-16 (without BOM): 16 bytes

⚈Hexadecimal: f0 9f 91 a9 e2 80 8d e2 9d a4
ef b8 8f e2 80 8d f0 9f 91 a8

⚈ Big Endian: d83d dc69 200d 2764 fe0f 200d
d83d dc68

⚈ Little Endian: 3dd8 69dc 0d20 6427 0ffe 0d20
3dd8 68dc
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⚈ Byte size:
⚈ UTF-32 (without BOM): 24 bytes
⚈ Big Endian: 0001f469 0000200d 00002764
0000fe0f 0000200d 0001f468

⚈ Little Endian: 69f40100 0d200000 64270000
0ffe0000 0d200000 68f40100
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Impacts?

⚈ Buffer overflow
⚈ String truncation
⚈Wrong index access
⚈ Sanitizing misplaced
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Case Transformation

⚈ bijective: 1 ⇒  1
⚈ 1 ⇒  n
⚈ n ⇒  1
⚈ contextual (depending on what is placed around it)
⚈ local-sensitive (regional settings)
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Can result in:

⚈ Changing the string length
⚈ Creating collisions
⚈ Entries mismatch
⚈ Security bypasses
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ß  (LATIN SMALL LETTER SHARP S, U+00DF)
⇓

2 × S  (LATIN CAPITAL LETTER S, U+0053).

Case transformation collisions (uppercase)
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K  (KELVIN SIGN, U+212A)
⇓

k  (LATIN SMALL LETTER K, U+006B) when converted
to lowercase.

Case transformation collisions (lowercase)
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Σ (GREEK CAPITAL LETTER SIGMA, U+03A3)

Contextual transformation (context-sensitive
case mapping)

⚈ σ  (GREEK SMALL LETTER SIGMA, U+03C3) if the
letter is followed by a cased letter (or alone)

⚈ ς  (GREEK SMALL LETTER FINAL SIGMA, U+03C2)
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Language-sensitive transformation (language-
sensitive case mappings)
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Example of account takeover via password reset

using case transformation collisions (lowercase)

3 43 4Inspired by Inspired by Hacking Unicode Like a BossHacking Unicode Like a Boss from  from Charlie ERIKSENCharlie ERIKSEN (28/02/2020,  (28/02/2020, Bugcrowd BlogBugcrowd Blog).).

https://www.bugcrowd.com/blog/hacking-unicode-like-a-boss/
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email.toLowerCase()

Admin@synacktiv.com  ⇒  admin@synacktiv.com
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email.toLowerCase()

admin@synacKtiv.com  ⇒  admin@synacktiv.com
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⚈ Select email.toLowerCase()  in DB

⚈ Send the email to email  

⚈ Transformed user input
⚈ The legit user email is selected in DB (and so it 's

password reset token)

⚈ Unmodified user input
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Implicit Unicode behaviors in
database string functions

Article (p. 73) in Paged Out!
magazine n°6

Another example for MariaDB /
MySQL
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Normalization
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Canonical vs Compatible

4 24 2Credit: Credit: UTR/UAX #15UTR/UAX #15

https://www.unicode.org/reports/tr15/
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https://www.unicode.org/reports/tr15/


2 examples of attacks using normalization

⚈Host splitting
⚈ XSS filter bypass
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Abusing compatible normalization modes to bypass
URL whitelist

Technique presented by Jonathan Birch  at Black Hat
USA 2019  (Host/Split

Exploitable Antipatterns in Unicode Normalization)

Host splitting
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With NFKD and NFKC

Addressed To the Subject

℁  (U+2101) ⇒  a  (U+0061) + /  (U+002F)+ s
(U+0073)

℁  ⇒  a/s
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Will bypass *.target.com  and lead to
synacktiv.ca
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The attacker just need to register a domain with a TLD
that ends by a  in that case: .ca ,  .media ,  .ninja ,

.pizza ,  .mba ,  .moda
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Similar splitters:

⚈ ℀  (U+2100)
⚈ ℅  (U+2105)
⚈ ℆  (U+2106)
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More characters to play with URLs:

⚈ ⁈  (U+2048) ⇒  ?! ,  GET parameters
⚈ �  (U+FF0F) ⇒  / ,  l ike ℁  but no constraint 
⚈ ＃  (U+FF03) ⇒  # ,  neutralize stuff as anchor
⚈ ＠  (U+FF20) ⇒  @ ,  username
⚈ ( user@cdn.target.com )
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⚈ ：  (U+FF1A) ⇒  : ,  credentials

⚈ ⒈  (U+2488) ⇒  1.  crafting IP addresses
⚈ ( user:pass@secret.target.com )
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Use cases:

⚈ URL parsers
⚈ Validation with regexp
⚈Web browser or server Location  HTTP header &

redirecting to normalized input
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HTML escaping functions will escape HTML special
characters like < ,  > ,  " ,  & ,  etc.

XSS filter bypass
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With NFKD and NFKC

Bypass <  (U+003C) with:

Bypass >  with:

⚈ ﹤  (U+FE64)
⚈ ＜  (U+FF1C)

⚈ ﹥  (U+FE65)
⚈ ＞  (U+FF1E)
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Bypass "  (U+0022) with:

Bypass &  (U+0026) with:

⚈ ＂  (U+FF02)

⚈ ﹠  (U+FE60)
⚈ ＆  (U+FF06)
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＜script＞alert(document.cookie)＜/script＞

⇓  (NFKC, NFKD) + HTML escape

<script>alert(document.cookie)</script>

instead of

&lt;script&gt;alert(document.cookie)&lt;/scrip
t&gt;
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Use cases:

⚈ Incorrect ordering of filtering steps by the developer.
⚈Normalisation performed implicitly by the DBMS

framework
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Example: In all application that are doing

instead of
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With NFC

>  followed by U+0338 will be recomposed into ≯

⇒  cancel the end of a HTML tag
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