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Introduction
Whoami

Thomas Dubier @Tomtombinary
Security Researcher at Synacktiv

Reverse engineering team

Synacktiv
Offensive security company

~200 Ninja

We're hiring !
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Introduction
Tableau de chasse
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Introduction
Stronghold HD

Type : Jeu de stratégie (RTS)
Développeur : Firefly Studios
Editeur : Gathering of Developers
Date de sortie : 2001
Moteur de jeu : Propriétaire
Version : GOG v1.41
Technologie : DirectPlay
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Introduction
DirectPlay

API disponible dans la suite DirectX (jusqu'à la version 8)

Utilisable sous la forme d'un objet COM (Component Object Model)

Utilisé pour gérer les échanges réseaux dans les jeux vidéo

Implémente un protocole réseau nommé DirectPlay
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Introduction
Interface COM

Interface COM documenté dans le dossier includes  de DirectX

DECLARE_INTERFACE_(IDirectPlay4, IDirectPlay3)
{
    /*** IUnknown methods ***/
    STDMETHOD(QueryInterface)       (THIS_ REFIID riid, LPVOID * ppvObj) PURE;
    STDMETHOD_(ULONG, AddRef)        (THIS)  PURE;
    STDMETHOD_(ULONG, Release)       (THIS) PURE;
    /*** IDirectPlay2 methods ***/
    STDMETHOD(AddPlayerToGroup)     (THIS_ DPID, DPID) PURE;
    STDMETHOD(Close)                (THIS) PURE;
    STDMETHOD(CreateGroup)          (THIS_ LPDPID, LPDPNAME, LPVOID, DWORD, DWORD) PURE;
    STDMETHOD(CreatePlayer)         (THIS_ LPDPID, LPDPNAME, HANDLE, LPVOID, DWORD, DWORD) PURE;
    STDMETHOD(DeletePlayerFromGroup)(THIS_ DPID, DPID) PURE;
    STDMETHOD(DestroyGroup)         (THIS_ DPID) PURE;
    STDMETHOD(DestroyPlayer)        (THIS_ DPID) PURE;
    STDMETHOD(EnumGroupPlayers)     (THIS_ DPID, LPGUID, LPDPENUMPLAYERSCALLBACK2, LPVOID, DWORD) PURE;
    STDMETHOD(EnumGroups)           (THIS_ LPGUID, LPDPENUMPLAYERSCALLBACK2, LPVOID, DWORD) PURE;
    STDMETHOD(EnumPlayers)          (THIS_ LPGUID, LPDPENUMPLAYERSCALLBACK2, LPVOID, DWORD) PURE;
    STDMETHOD(EnumSessions)         (THIS_ LPDPSESSIONDESC2, DWORD, LPDPENUMSESSIONSCALLBACK2, LPVOID, DWORD) PURE;
    [...]
};
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Rétro-ingénierie
Retrouver l'initialisation de l'interface

Les interfaces COM sont identifiées par un GUID

DEFINE_GUID(IID_IDirectPlay4A, 0xab1c531, 0x4745, 0x11d1, 0xa7, 0xa1, 0x0, 0x0, 0xf8, 0x3, 0xab, 0xfc);

Trouver les appels à CoCreateInstance

1 hr = CoCreateInstance(&rclsid, 0, 1u, &IID_IDirectPlay4, (LPVOID *)&ppv);
2 if ( hr >= 0 )
3 {
4   v11 = ((int (__stdcall *)(IDirectPlay4 *, LPCVOID, _DWORD))ppv->vftable->InitializeConnection)(ppv, *v7, 0);
5   if ( v11 < 0 )
6   {
7 LABEL_17:
8     ((void (__stdcall *)(IDirectPlay4 *))ppv->vftable->Release)(ppv);

■

■

Rump SSTIC 8



Rétro-ingénierie
Comment trouver le dispatcher ?

1 IDirectPlay4A = this->pidirectplay427C;
2 if ( !IDirectPlay4A )
3     break;
4 lpData = this->lpData;
5 this->lpDataSize = 45000;
6 p_dpIdFrom = &this->dpIdFrom;
7 rc = IDirectPlay4A->vftable->Receive(
8         IDirectPlay4A,
9         &this->dpIdFrom,
10         &this->dpIdTo,
11         1,
12         this->lpData,
13         &this->lpDataSize);
14 this->lastDpError = rc;
15 if ( rc == 0x8000000A || rc == 0x887700BE ) // DPERR_NOMESSAGES
16     break;
17 [...]
18     HandleApplicationMessage(this, packet_type, *p_dpIdFrom, __extracted_size, &this->lpData[4]);
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Rétro-ingénierie
Comment trouver le dispatcher ?

1 void __thiscall HandleApplicationMessage(
2         GameEngine *this,
3         char packet_type,
4         DPID dpIdFrom,
5         int size,
6         unsigned __int8 *data)
7 {
8  [...]
9     this->RxBuffer[this->index_copy].field_9 = 1;
10     this->RxBuffer[this->index_copy].dpIdFrom = dpIdFrom;
11     this->RxBuffer[this->index_copy].type = packet_type;
12     this->RxBuffer[this->index_copy].size = size;
13     index_copy = this->index_copy;
14     this->offset = 0;
15     this->bIsClient = 2;
16     StateMachineHandlers[this->RxBuffer[index_copy].type]();
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Rétro-ingénierie
Evaluer la surface d'attaque

108 handlers■

Rump SSTIC 11



Rétro-ingénierie
Observons les paquets

ecx=0xf1c858,packet_type=10,dpIdFrom=0x32ee7,size=0x0,data=0xf1d4d4
           0  1  2  3  4  5  6  7  8  9  A  B  C  D  E  F  0123456789ABCDEF
00f1d4d4  01 00 00 00 4c 00 6f 00 72 00 64 00 20 00 53 00  ....L.o.r.d. .S.
00f1d4e4  65 00 72 00 76 00 65 00 72 00 00 00 00 00 00 00  e.r.v.e.r.......
00f1d4f4  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d504  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d514  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d524  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d534  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d544  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d554  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d564  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d574  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d584  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d594  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d5a4  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d5b4  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00f1d5c4  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
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Rétro-ingénierie
Traitement du paquet 10 (0Ah)

Multiple out of bound write

1 void HandleMessage0Ah()
2 {
3   Engine.__packet_size = 504;
4   Engine.RxBuffer[Engine.index_copy].size = 0;
5   if ( Engine.__isHost == 1 )
6   {
7     [...]
8   }
9   else if ( !Engine.__isHost )
10   {
11     ReadOrWriteInRxOrTxBuffer(&Engine, &index, 4, 0, 1);
12     ReadOrWriteInRxOrTxBuffer(&Engine, name, 500, 0, 1);
13     WideCharToCP1252((LPSTR)(250 * index + 0xFB4DD4), name, 250);
14     _index = index;
15     v2 = Engine.field_9857C[index];
16     v3 = (char *)&Engine.field_9b078 + 250 * index - v2;
17     do
18     {
19       v4 = *v2;
20       v2[v3] = *v2;
21       ++v2;
22     }
23     while ( v4 );
24     Engine.field_39694[_index] = 1;

■

Rump SSTIC 13



Exploitation
Mitigations

32 bits

No DEP

No ASLR

No Read Only Data
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Exploitation
Faire des maths

WideCharToCP1252((LPSTR)(250 * index + 0xFB4DD4), name, 250);
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Exploitation
Fumer un pointeur

Remplacer le pointeur du handler n°98■
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Exploitation
Contrainte CP-1252
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Exploitation
Sauter sur le buffer de reception
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Demo
C'est crasseux mais ça marche
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https://www.linkedin.com/company/synacktiv

https://twitter.com/synacktiv

https://synacktiv.com

Un incident ? Contactez csirt@synacktiv.com.

https://www.linkedin.com/company/synacktiv
https://twitter.com/synacktiv
https://synacktiv.com/
mailto:csirt@synacktiv.com

