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About Synacktiv
French oensive securiy company

189 securiy expers

5 Deparmens
Penes / Red Team

Reverse

Developmen

Revel·IO

Inciden Response

We are hiring!
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Overview

Inroducon

Common problems wih wordliss

Improving your wordliss

Dicozorus conceps and CLI

Demo !

Resuls

Conclusion
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Introduction
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Web Fuzzing

Fuzzing is a crical sep during web peneraon ess

Using a ool, he audior ieraes hrough a lis o enries

This allows hem o map exposed endpoins

■

■

■

Pass he SALT 2026 6



A critical task

Peneraon esng / Red eams heavily rely on uzzing

Finding a crical endpoin can make he dierence

Resuls heavily depend on he qualiy and he relevancy o he wordliss

Synacktv's satstcs
50% o RedTeam inial enry poins are web applicaons

In 90% o he cases, inial enry poins lead o a ull inrasrucure compromise
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The trigger

I used o blindully rely on public wordliss

During a RedTeam in 2020, we nearly missed a crical endpoin

We had a huge arge wih many web applicaons exposed ...
bu no quick win was discovered a rs
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The trigger
In a second ieraon, my colleague came up wih his:■
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The trigger

The enry _debug_oolbar/ corresponds o a debugger
I is provided by he Pyramid ramework

I gives you access o a Pyhon inerpreer, allowing RCE

Ye I couldn' nd i in any of mywordliss
No in dirsearch dicc.x

No in quickhis.x

No in rafs wordliss

...

So I decided ha i was me o sar mainaining my own wordliss
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Common problems with wordlists
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What should be improved

Firs le's analyse our curren ools and processes

Wha ools and wordliss are we currenly using?

Wha could be improved?

■

■

■

Pass he SALT 2026 12



The tools

We use a variey o uzzing ools depending on everyone's preerences

The ool used has minimal o no impac on he resuls
As long as you know how o use your avorie ool

Threads / Recursiviy / Filering / Encoding ...
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Commonly used wordlists
Each peneser usually has heir own avorie ones

Some wordliss ofen come up:

Vulnerability-focused Generic Technology Specific

dicc.x (Dirsearch) raf-*-les.x php.x / jsp.x / asp.x (Assenoes)

quickhis.x (Secliss) raf-*-dirs.x Local Files Windows (Burp)

uzz.x (BoOom) raf-*-words.x Local Files Linux (Burp)

Mos wordliss can be OK, as long as:
You know wha's inside

You run i on he appropriae arge/conex

■

■

■

■

■

Pass he SALT 2026 14



Common problem: missing entries

I he enry is no in your wordlis, you will no nd i!
Check your wordliss

Are your usual high-value arges in he wordlis?

$ grep '_debug_toolbar' SecLists/Discovery/Web-Content/quickhits.txt; [ $? -eq 1 ] && echo "Entry not found"
Entry not found
$ grep '_debug_toolbar' dirsearch/db/dicc.txt; [ $? -eq 1 ] && echo "Entry not found"
Entry not found
$ grep '_debug_toolbar' fuzz.txt/fuzz.txt; [ $? -eq 1 ] && echo "Entry not found"
Entry not found
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Common problem: sorting
Mos wordliss are no sored

Some o hem are alphabecally sored
quickhis.x / dicc.x (dirsearch) / huzz.x

$ grep -n "Telerik.Web.UI.WebResource.axd" hfuzz.txt
164749:Telerik.Web.UI.WebResource.axd
164750:Telerik.Web.UI.WebResource.axd?type=r%61u
164752:Telerik.Web.UI.WebResource.axd?type=rau

When me is limied, op prioriy enries should be a he op o your wordlis
Even more imporan when he size o he wordlis grows

I he wordlis is smarly sored, adapng is size o he scope is easy
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Common problem: Improper sizing
When he wordlis is no sored, adjusng is size is gambling wih your resuls

Ye tng he size o he wordlis o your scope is somemes mandaory
Very large scope

Narrow scope

Undersized server / Nework boleneck

2567 quickhits.txt
9680 dicc.txt
37050 raft-large-files.txt
62281 raft-large-directories.tx
2032825 onelistforallshort.txt
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Common problem: Irrelevant entries

I you are scanning a WordPress
you probably don' wan o use a wordlis wih .jsp or .aspx enries

I you are scanning a web pah
you probably don' wan o include HTTP mehods

I you are scanning or an LFI
you will wan o adap he pahs o he argeed OS (Linux / Windows / ec.)

I enries conain payloads in GET parameers
you wan o ensure ha i will work wih your scanning conguraon
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Common problem: Junk entries

By careully reviewing your wordliss you may come across junk enries
They are usually he resul o auomaed generaon

They migh also have been inadverenly inroduced or alered

$ grep -P "[^\x00-\x7F]" onelistforallshort.txt
[...]
awst/è‰¾ç»´æ–¯ç‰¹/background/advertisingfile/advertising.asp
5-è®ºæ–‡/cnkiæŸ¥é‡æŠ¥å‘Š/è¶³çƒè®ç»ƒç›‘æŽ§è½¯ä»¶ç³»ç»Ÿçš„è®¾è®¡ä¸Žå¼€å‘-æ–‡æœ¬å¤åˆ¶æ£€æµ‹æŠ¥å‘Šå•ï¼ˆå…¨æ–‡å¯¹ç…§ï¼‰_files/redimage.aspx
/XY>.7d8T\205pZM@www.whitelisteddomain.tld⁺@localdomain.pw/
/www.whitelisteddomain.tld⁺&@localdomain.pw#⁺@www.whitelisteddomain.tld/
//www.whitelisteddomain.tld@ₐ/%2f..
<title>payloads/env.txt at main · coffinxp/payloads · GitHub</title>

[...]
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Common problem: Junk entries

Every me he wordlis is used, hose enries are hrown o your arge
This increases your chances o deecon

This also increases he me o your scans

Review wordliss ha you requenly used
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Common problem: Dangerous entries?
Some wordliss also conain "dangerous" enries

shutdown
reboot
actuator/shutdown
delete-data.php

This can be ne as long as you are ok
wih shutng your arge down ...
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Improving your wordlists
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Improving your wordlists
Now how can we address he aoremenoned challenges?

Reviewing each wordlis manually?

Ideally, we wan o have a wordlis or each siuaon

Mainaining mulple wordliss can quickly become challenging

To solve hese problems, I developed a ool : Dicozorus.

I is designed o:
Bind enries wih meadaa

Classiy enries

Generae wordliss ailored o dieren conexs

Easily inges and review exisng wordliss
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Bind entries with metadata

Bind enries wih meadaa
Critcaliy: | | | | |

Coun: How many mes he enry was seen

Caegory: Type o "vulnerabiliy" i is aached o
RCE, SQLI, XXE, ADMIN_INTERFACE, KNOWN_APP, ...

Tags: lis o keywords o sore addional inormaon
PHP, JAVA, GO

Reference: A link ha idenes his enry as relaed o a vulnerabiliy or a known
endpoin
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Classify entries

Classify enries
Once enries are linked o meadaa (cricaliy, caegory, coun), we wan o be able o:

Sor he enries (by cricaliy, and coun mos o he me)

Selec enries ha correspond o specic crieria (cricaliy, ag, caegory, ec.)
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Generate wordlists tailored to our context

Generae wordliss ailored o our conex
Wih enriched / classied enries, we mus be capable o:

Generang wordliss sored by cricaliy

Adapng he size o he wordlis o he size o he scope

Filering ou enries ha are no relevan o our scope
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Ingesting and reviewing existing wordlists

Easily inges and review existng wordliss
Inges: easily parse dieren ormas

Raw wordliss

Paaor / dirsearch resuls les

Dicozorus cusom forma

Review: analyze exisng wordlis / enries
Ideny missing / addional enries

Give meadaa abou known enries
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Dicozorus concepts
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Dicozorus overview
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Dicozorus file format

Jus basic CSV les

## path, criticality, count, category, tags, reference
"_fragment","CRITICAL","1","RCE","PHP","https://www.ambionics.io/blog/symfony-secret-fragment"

I can be parally lled

"2019/","INFO","1","","",""

I usually group enries by cricaliy

critical.wordlist high.wordlist medium.wordlist low.wordlist info.wordlist

■

■

■

Pass he SALT 2026 30



Dicozorus database

The daabase does no sore more inormaon han CSV les
Jus aciliae indexing / aggregaon / querying

When eeding he wordlis ino he daabase, Dicozorus will:
Merge enries wih he same pah

Keep he highes cricaliy

Increase he coun

You can choose o sar wih an empy daabase or use our buil-in wordliss
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Dicozorus built-in wordlists

Along wih Dicozorus, we provide a se of buil-in wordliss
These wordliss conain already enriched enries

The enrichmen was done bymanually reviewing each enry

I also conains a se o UNRANKED enries
They come rom sources ha we consider relevan

They were nomanually reviewed
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Built-in wordlists sources
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Dicozorus CLI
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Dicozorus CLI

Dicozorus is a Pyhon-based command line ool

I provides 6 sub-commands

INIT Inialize he Dicozorus daabase

FEED Feed new les ino he daabase

GEN Generae a wordlis

MODIFY Modiy enries in he daabase

CHECK Compare he curren daabase agains a wordlis

STATS Give sascs o he curren daabase

■

■
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Dicozorus INIT

INIT - Inialize he Dicozorus daabase

$ dicozorus init -h
usage: dicozorus init [-h] [-e] [-F] [-m] [-D] [-W WORDLISTS_FOLDER]

options:
-h, --help show this help message and exit
-e, --empty Initialize an empty database. If not specified, database will contain entries

from data/*.wordlist
-F, --force Force database initialization (DELETE database content)
-m, --minimal Initialize the dicozorus database with criticality wordlists only
-D, --dangerous Include the dangerous.wordlist file. This one contains dangerous entries such

as "actuator/shutdown"
-W, --wordlists-folder WORDLISTS_FOLDER

A folder that stores the initialization wordlists. By default dicozorus
will look in ~/.dicozorus/wordlists/

■
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Dicozorus INIT
INIT - Inialize he Dicozorus daabase

$ dicozorus init -F
[+] Initializing dicozorus database
[+] Creating dicozorus tables
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/critical.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/high.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/medium.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/low.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/info.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/unranked.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/seen.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/hackerone.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/exploitdb.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/bo0om.wordlist
[+] Parsing dicozorus CSV file ~/.dicozorus/wordlists/dirsearch.wordlist

■
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Dicozorus FEED
FEED - Populae he daabase by ingesng les

$ dicozorus feed -h
usage: dicozorus feed [-h] [-w WORDLIST [WORDLIST ...]] [-p PATATOR [PATATOR ...]] [-d DIRSEARCH [DIRSEARCH ...]]

[-D DICOZORUS [DICOZORUS ...]] [-i IGNORE_COMMENTS] [-f FILTER] [-u]
[-c {UNRANKED,INFO,LOW,MEDIUM,HIGH,CRITICAL}]

options:
-h, --help show this help message and exit
-w, --wordlist WORDLIST [WORDLIST ...]

Feed dicozorus with one or more wordlists.
-p, --patator PATATOR [PATATOR ...]

Feed dicozorus with one or more patator CSV files
-d, --dirsearch DIRSEARCH [DIRSEARCH ...]

Feed dicozorus with one or more dirsearch results files
-D, --dicozorus DICOZORUS [DICOZORUS ...]

Feed dicozorus with one or more dicozorus CSV files
-i, --ignore-comments IGNORE_COMMENTS

Ignore all entries starting with the specified string
-f, --filter FILTER Comma separated HTTP codes. Only treat entries matching specified HTTP codes.
-u, --update-count-only

Do not insert any new entries in dicozorus DB. (only updatecount)
-c, --criticality {UNRANKED,INFO,LOW,MEDIUM,HIGH,CRITICAL}

Set the criticality of the provided entries

■
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Dicozorus GEN
GEN - Generae a wordlis maching he specied crieria

$ dicozorus gen -h
usage: dicozorus gen [-h] [-o OUTPUT] [-m MAX_ENTRIES] [-s SORT] [-S] [-D] [-F] [-P]

[--min-criticality {UNRANKED,INFO,LOW,MEDIUM,HIGH,CRITICAL} | -c CRITICALITY]
[-f FILTER | -t SELECT_BY_TAGS]

options:
-h, --help show this help message and exit
-o, --output OUTPUT Save the generated wordlist to the specified file
-m, --max-entries MAX_ENTRIES

Maximum number of entries to generate
-s, --sort SORT Specify the criteria to use to sort entries. Comma separated list of values in

(criticality, count, name, type). Default is criticality,count
-S, --shuffle Print a randomly shuffled version of the selected entries
-D Only output entries of type DIR. Can be combined with -F and -P. Default is -DFP
-F Only output entries of type FILE. Can be combined with -D and -P. Default is

-DFP
-P Only output entries of type PATH. Can be combined with -D and -F. Default is

-DFP
--min-criticality {UNRANKED,INFO,LOW,MEDIUM,HIGH,CRITICAL}

Only output entries equal or greater than the specified criticality
-c, --criticality CRITICALITY

Comma separated values within ["UNRANKED", "INFO", "LOW", "MEDIUM", "HIGH",
"CRITICAL"]. Ex:HIGH,CRITICAL

-f, --filter FILTER Filter out entries matching regular expression
-t, --select-by-tags SELECT_BY_TAGS

Select entries based on a comma separated list of tags

■
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Dicozorus GEN

Generae a wordlis sored by cricaliy and coun

$ dicozorus gen -o wordlist.txt

Generae a 1000 enries wordlis

$ dicozorus gen -m 1000 -o wordlist.txt

All CRITICAL and HIGH enries wih a PHP ag

$ dicozorus gen -t PHP -c CRITICAL,HIGH -o php.txt

■

■

■
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Dicozorus GEN
GEN - Sample oupu■
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Dicozorus GEN

GEN - Sample verbose oupu■
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Dicozorus MODIFY

MODIFY - Manually edi he daabase conen

$ dicozorus modify -h
usage: dicozorus modify [-h] (--add | --rm | --update) (--entry ENTRY | --wordlist WORDLIST) [--criticality CRITICALITY] [--count COUNT]

[--category CATEGORY] [--taglist TAGLIST] [--reference REFERENCE]

options:
-h, --help show this help message and exit
--add Add the specified entry
--rm Remove the specified entry
--update Update the specified entry
--entry ENTRY The entry to be processed
--wordlist WORDLIST The file containing the entries to be processed
--criticality CRITICALITY

The count for the entry/entries you want to add. Default is Unranked
--count COUNT The count for the entry/entries you want to add. Default is 1.
--category CATEGORY The category for the entry/entries you want to add. Default is none.
--taglist TAGLIST Comma separated taglist for the entry/entries you want to add. Default is none.
--reference REFERENCE

A URL to a resource describing the issue. Default is none.

■
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Dicozorus CHECK

CHECK - Check an enry or a wordlis agains he curren daabase

$ dicozorus check -h
usage: dicozorus check [-h] [-M] (-w WORDLIST | -e ENTRY) [-c CRITICALITY] [-S]

options:
-h, --help show this help message and exit
-M, --missing-in-wordlist

Print the entries present in the dicozorus database but not in the specified wordlist. The default behavior
is to check for entries missing in the dicozorus database.

-w, --wordlist WORDLIST
The wordlist to be checked.

-e, --entry ENTRY The entry to be checked. If the specified entry is present in the database it will be printed along with
any information associated to this entry

-c, --criticality CRITICALITY
Comma separated values within ["UNRANKED", "INFO", "LOW", "MEDIUM", "HIGH", "CRITICAL"]. Ex:HIGH,CRITICAL

-S, --stats-only Don't print out entries, only display statistics of the considered wordlist
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Dicozorus CHECK
Checking wha is in Dirsearch wordlis and missing in Dicozorus

$ dicozorus check -w dicc.txt.noext
HEAD
.inc.php
.mysql.txt
.xhtml
.png
.axd
.flv
.ico
.PDF
PATCH
.asa
.jpeg
.mp3
POST
getFavicon?host=burpcollaborator.net
.jpg
.0
.aspx
~shutdown
.shtml
.xls
actuator/;/shutdown
[...]

■

Pass he SALT 2026 45



Dicozorus CHECK

Checking or specic enries in Dicozorus

$ dicozorus check -e '_debug_toolbar/'
_debug_toolbar/ [type: DIRECTORY, criticality: CRITICAL, count: 1, category: RCE, taglist: ['PYTHON'],

reference: https://docs.pylonsproject.org/projects/pyramid_debugtoolbar/en/latest/]
$ dicozorus check -e 'bbs/logout.php'
bbs/logout.php [type: PATH, criticality: MEDIUM, count: 1, category: OPEN_REDIRECT, taglist: ['PHP'],

reference: https://nvd.nist.gov/vuln/detail/CVE-2024-37656]
$ dicozorus check -e 'xwiki/'
xwiki/ [type: DIRECTORY, criticality: LOW, count: 1, category: KNOWN_APP, taglist: ['JAVA'],

reference: https://xwiki.com/fr/]
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Dicozorus STATS
STATS - Gives sascs o he curren daabase

$ dicozorus stats
[+] Total count: 22374
[+] Entry count by criticality:

Critical: 344
High: 697
Medium: 667
Low: 1168
Info: 4262
Unranked: 15236

[...]
[+] Entry count by category:

KNOWN_APP: 871
RCE: 335
INFO_LEAK: 280
XSS: 171
BACKUP: 163
ADMIN_INTERFACE: 162
SQL_INJECTION: 144
CONFIG: 121
ARBITRARY_FILE_READ: 93

[...]
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Demo
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Results
Dicozorus has been used inernally over he pas 5 years

The buil-in wordliss currenly holds 22374 enries
7138 enries owns a cricaliy

The higher he cricaliy he lower he number o enries (more or less)

Severiy as he primary sorng crierion enables highly argeed wordliss

[+] Entry count by criticality:
Critical: 344
High: 697
Medium: 667
Low: 1168
Info: 4262
Unranked: 15236
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Results

Comparing Dicozorus wih exisng wordliss doesn' make much sense
The ool is designed o mainain your own wordliss

Each peneser will have heir own ideas owha should or should no be in a wordlis
You don' have o rely on he buil-in daabase

You can use i as a ool o mainain / compile wordliss
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Results

Comparing Dicozorus wih exisng wordliss doesn' make much sense

Bu le's do i anyway ...
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Results

Comparing he buil-in DB wih Dirsearch's wordlis
Enries - Dicozorus: 22374 | Dirsearch: 9680

Enries missing wih a level equal o CRITICAL | HIGH | MEDIUM

$ dicozorus check -M -w dicc.txt.noext -c CRITICAL,HIGH,MEDIUM | wc -l
1294

Some o he missing CRITICAL enries

birt/document [...] category: RCE, taglist: ['JAVA'], reference: https://bugs.eclipse.org/bugs/show_bug.cgi?id=538142]
_debug_toolbar/ [...] category: RCE, taglist: ['PYTHON'], reference: https://docs.pylonsproject.org/projects/pyramid_debugtoolbar/en/latest/]
functionRouter [...] category: RCE, taglist: ['JAVA'], reference: https://nvd.nist.gov/vuln/detail/CVE-2022-22963]
SamlResponseServlet [...] 1, category: RCE, taglist: ['JAVA'], reference: https://nvd.nist.gov/vuln/detail/CVE-2022-47966]
scan-engine/update [...] category: RCE, taglist: ['PYTHON'], reference: https://nvd.nist.gov/vuln/detail/CVE-2023-50094]
scriptText [...] category: RCE, taglist: ['JAVA'], reference: https://jenkins.io/doc/book/managing/script-console/]
server/executeExec [...] category: RCE, taglist: ['JAVA'], reference: https://nvd.nist.gov/vuln/detail/CVE-2025-45854]
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Results

Comparing he buil-in DB wih quickhis.x
Enries - Dicozorus: 22374 | quickhis.x: 2567

Enries missing wih a level equal o CRITICAL | HIGH | MEDIUM

$ dicozorus check -M -w quickhits.txt -c CRITICAL,HIGH,MEDIUM | wc -l
1536

Some o he missing CRITICAL enries

_debug_toolbar/ [...] category: RCE, taglist: ['PYTHON'], reference: https://docs.pylonsproject.org/projects/pyramid_debugtoolbar/en/latest/]
_fragment [...] category: RCE, taglist: ['PHP'], reference: https://www.ambionics.io/blog/symfony-secret-fragment]
function/save [...] category: RCE, taglist: ['JAVA'], reference: https://nvd.nist.gov/vuln/detail/CVE-2024-0195]
jenkins/scriptText [...] category: RCE, taglist: ['JAVA'], reference: https://jenkins.io/doc/book/managing/script-console/]
ping.php [...] category: RCE, taglist: ['PHP'], reference: https://nvd.nist.gov/vuln/detail/CVE-2020-37123]
run [...] category: RCE, taglist: ['PYTHON'], reference: https://nvd.nist.gov/vuln/detail/CVE-2020-16846]
v1/tools/run [...] category: RCE, taglist: ['PYTHON'], reference: https://nvd.nist.gov/vuln/detail/CVE-2025-51482]
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Results
Red Team inial enry poins

_debug_oolbar/ → RCE which led o urher inrasrucure compromise

bir-viewer/documen → RCE which led o urher inrasrucure compromise

app_dev.php → Debugging inerace ha led o credenal leak

c.php → A webshell sored on a clien inerne-acing server

scrip → RCE hrough a Jenkins Groovy console wih weak credenals

xmlpserver/ReporTemplaeService.xls → XXE in Oracle Business Inelligence. Convered o
RCE using anoher CVE

Telerik.Web.UI.DialogHandler.aspx → Arbirary le uploads, ound in 2 Red Teams

invoker/readonly → Pre-auh deserializaon, led o urher inrasrucure compromise

D = Dirsearch ; Q = Quickhis ; R = Raf

Updae yourwordliss!
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Conclusion
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Conclusion
Dicozorus addresses a undamenal need in a peneser's arsenal: mainaining wordliss

I has signicanly conribued o improving our inernal uzzing processes

Key Benes:
Meadaa enriched enries

Tailored wordlis generaon

A buil-in se o rened wordliss

Eases wordlis mainenance

The ool is open-source, eel ree o ry i and give us some eedback
hps://gihub.com/synackv/dicozorus

Don' care abou he ool / jus wan a nice wordlis
hps://gihub.com/synackv/dicozorus/blob/main/lazy.x
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https://github.com/synacktiv/dicozorus


